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ABSTRACT participants to actively monitor a site or resource in order to dis-

WebDAV needs awareness support in order to be a full-fledged col- COVer changes as they occur. A more elegant approach would be to
laboration system, This paper introduces AwareDAV, a new Web- have the WebD_AV server alert th_e_ USErs to rel_evant Chaf‘ges as they
DAV extension framework enabling shared awareness through evenpccurred. Thisis knownas a no“f"?at"_)n Service, a_md this paper fo-
notification. By extending the WebDAV protocol with seven new cuses on the lack of a proper notification me_chanlsm and Proposes
request-methods and an extensible XML based event subscriptionA}NareDAV' an extension to WebDAV, providing an extensible set
scheme, AwareDAV supports fine grained event subscriptions over 7 WVareness Services.

: ; The paper is structured as follows: Section 2 describes related
a range of transport mechanisms and enables a wide range of col- i ] ) . .
laboration scenarios. This paper describes the design of Aware-Work in the field of CSCW; Section 3 describes WebDAV and the

DAV, its API, experiences with its initial implementation, as well work done within the WebDAV community; Section 4 details the

as a comparison with Microsoft Exchange and WebDAV-notify proposed WebDAV extensions to facilitate notifications; Section 5
' describes the detailed design at message and XML level; Section 6

. . . provides two API level examples of use of AwareDAV; our expe-
Categorles and SUbJeCt Descrlptors riences with the implementation of the AwareDAV framework is
C.2.2 Network Protocols]: Applications; H.5.3 Group and Or- described in Section 7; Section 8 compares AwareDAV with two
ganization Interfaceqg: Computer-supported cooperative work existing WebDAV notification frameworks, and the paper is con-
cluded in Section 9.

General Terms

Standardization, Human Factors 2. CSCW AND NOTIFICATION SERVICES
Work is rarely done exclusively by the individual; there is usu-
Keywords ally a social context within an organization that determines why

work is done, what work is done, and how it is carried out. This
social context necessitates cooperation and coordination between
workers, be it on the same level of the organization or between lev-
1. INTRODUCTION els. The purpose of computer supported cooperative work (CSCW)
As the largest document repository ever, the Web is becoming is to investigate and understand this cooperation, and to support it
the environment where work is done. With this shift, the need for with computers.
proper support of collaborative work has become pressing, leading Cooperation requires coordination, and coordination requires a
to standards such as the HTTP extension WebDAV [10]. WebDAV level of shared awareness of what co-workers are doing. As de-
enables authors to upload, lock, annotate and version resources rescribed by Heath and Luff [11] in their analysis of work done by
siding on Web servers, thus facilitating remote collaboration. traffic controllers in the London Underground, maintaining shared
However, while a marked improvement over the existing HTTP awareness between co-workers can be crucial. This need lends
protocol, WebDAV is still lacking in a number of areas crucial for itself naturally to notification services. Many systems have en-
CSCW applications. Most important of these is shared awarenessdeavored to support this: The GroupDesk system [9], the NESSIE
through event notification. Collaborators must in order to smoothly system [14], the Elvin system [7], the AREA system [8], and the
coordinate their work continually be aware of each others’ activi- BABBLE system [3] to mention a few. These systems seek to sup-
ties. This cannot be handled satisfactorily with the basic WebDAV port shared awareness through means such as messaging, chat, and
constructs. Locking is an essential mechanism to ensure that col-event notification. Some aspects of awareness support require ex-
laborators do not accidently overwrite each others’ changes, but asplicit actions by the user, such as sending a message to another user,
implemented in WebDAV it still relies on an out-of-channel mech- while others are implicit. The latter form is, for instance, the action
anism (or simple polling) to alert co-workers that a resource has of updating a file in a CVS repository, which results in a broad-
become available again. This goes for the rest of WebDAV—the cast to all users of an Elvin system, or joining a topic in BABBLE,
essential functionality for collaboration is present, but all require which shows other users that you are active. Some systems, notably
Copyright is held by the International World Wide Web Conference Com- AREA a.md E.lvm’ attempt_to Integrate with other applications, so
mittee (IW3C2). Distribution of these papers is limited to classroom use, that actions in these applications are broadcast to other users. In
and personal use by others. recent years, event notification systems have been extended to ex-

WWW 2005May 10-14, 2005, Chiba, Japan. plore issues related to events across wide-area networks [4].
ACM 1-59593-046-9/05/0005.
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3. THE WEB AND WEBDAV are inherently unreliable, an acknowledgment through polling is re-
The Web was designed with a client/server architecture with tran- quired. Notifications state only that something has occurred rather

sient connections and no client state residing on servers. This madghan providing all the details (as opposed to WebDAV-notify). This

it well suited for large scale distribution of documents. Transparent requires only small amounts of information to be sent. However, if

connections were later introduced to speed up transfer of complexfull knowledge is required at least 3 messages have to be sent to the

Web pages. Even though the first Web browser was also an edi-client: the notification, the acknowledg(_a, and finallgart or/and

tor, most popular browsers were and still are just viewers, thereby PROPFINDrequest, and even then the client has only the latest state

avoiding the complexities of collaborative remote editing of Web ©f the resource, navhatchanged, The requessuBSCRIBEand

pages. The only support for remote authoring in HTTP was the UNSUBSCRIBEare used to manage subscriptions. N_otlflcatlon_ is

PUT method facilitating upload of a document. However, without Polled with thepoLL request. Events are matched with subscrip-

any knowledge of the actions of other clients, such updates could tions based on type and resource URI with depth. Supported types

easily cause a recent update (from another client) to be overwrit- areupdate, update/newmember delete move, andnewmail.

ten. Thus, HTTP had two major weaknesses: Document control ~WebDAV-notify [12] is a work in progress from the Jabber Soft-

and awareness support. ware Foundation, which seeks to create an event notification sys-
tem for WebDAV. This is done by extending the XMPP-PubSub
3.1 WebDAV Standards protocol (an extension of XMPP-CORE), which is a XML pub-

WebDAV [10] tried to address the authoring problems of the lish/subscribe protocol. The main focus is to create a near real time

Web, especially the document control problem. It ensured that and secure notification mechanism. This is accomplished by:
documents were arranged into hierarchies, which could be manip-
ulated through moving and copying resources from one location to
another. It introduced locks to prevent accidental lost updates. Fi-
nally, it introduced properties, which could contain arbitrary meta-
data about the resources, e.g., owner or date of creation. This pro-
vided some awareness support, as clients could now gain insight
into the age and ownership of documents.

The Versioning Extensions to WebDAW(/ [5]) enriched docu-
ment control to version control, also a well known method to avoid
data loss. Due to its complexity, this extension was divided into
several features, allowing servers to choose a sensible and func-
tional subset. This implies that a client has to query the server about
its abilities in order to use its version extensions. This division was

necessary to accommodate the different versioning scenarios while WebDAV-notify supports both keeping end users aware of chan-

still maintaining a common protocol. - ges as well as enabling co-servers (e.g., caches or mirrors) to keep

Privacy issues on the Web have hitherto been handled throughy ;. of changes. In order to do this without requiring the co-
authentication and encryption, but the introduction of distributed ¢oners to request extra information, a set of event payloads for ba-
authoring raises the need for assigning different access rights for g \nebDaAV request are defined, includingié  element, which
different operations, e.g., read or write. The Access Control Proto- -1 as it possible to keep mirrored resources in sync.

pol [6] defines both a set of access rights and thg properties to €Xam-  \icrosoft Exchange and WebDAV-notify have been designed to
ine and change them. As servers may have different access rightsyjt their specific needs. However, neither are fully general and
depending on the underlying platform, the access right scheme has,5ch make demands on implementors that may be unreasonable.

been somewhat loosely defined, and an inclusion ordering betweengee section 8 for a more detailed discussion on these two systems
access rights introduced (e.g., if a client has been granted write ac-5,q 4 comparison with AwareDAV.

cess, that might include property modify access as well). A client
can then after querying the scheme choose the access rights it i.3  \WebDAV Shortcomings

familiar with. . .
i . . A Web client can, due to the disconnected nature of the Web,
Until the introduction of WebDAV Search [15], the only way of exert only a limited amount of control over a server's resources.

Io<t:e_1t|ng tﬁ certain ;eso:cjrce,tﬁased on |tshpr0perrt1y val(lj,les, W?]sltoLocking and versioning in WebDAV have yielded some control to
re l:leve the prp?r '_?_E r\c;vmeeA\;egourCﬁ |ertarc Iy' a:n dsearcth "the client, but locks are still coarse grained, and versioning cannot
cally on the client. 1he e earch protocol introduces the always avoid unresolvable conflicts.

SEARCHrequest enabling server-side searching. It_provides a ba- Awareness is supported through explicit polling. The Exchange
sic search grammar, which can be used for searchlng,_ buta S€IVel, tension and the WebDAV-notify draft support different notifica-
could also support other grammars as the mechanism is extenS|bIe,[ions mechanisms. Exchange uses unconnected communication,
3.2 WebDAV Implementations and_ does n_ot provi_de much infor_mation in the notification. WebDA_V—
notify requires a fixed connection or gateways and uses two dif-

WebDAV has been implemented for several Web server plat- ferent and not quite compatible resource models. They are both
forms, and used in many clients in more or less compatible ways. somewhat inflexible and not for general use.

Some of these are Apache/mddyv, Oracle Internet File System,
Jigsaw, Xythos Storage Server, Microsoft IIS 5/6 and Microsoft
Exchange, ’ 4. THE AWAREDAY FRAMEWORK

Microsoft Exchange’s WebDAV [13] implementation already in- Having established the limitations of WebDAV standards and im-
cludes natification support through both pushing and polling of no- plementations, we present AwareDAV, a generic extension of Web-
tifications. Polling is done through its HTTP extension and a push DAV for awareness support. This is accomplished by three aware-
mechanism is implemented through UDP datagrams. As datagramsness features, each extending the area of awareness.

e Mapping the WebDAV service to the notification service,
collections to collection-nodes, and resources to leaf-nodes,
i.e., WebDAV'’s resource model to XMPP-PubSub’s node mo-
del.

e Making a persistent connection (currently only through TCP
sockets) from the client to the notification service, which is
used both for subscriptions and notifications.

¢ Reflecting the corresponding nodes in resources, allows cli-
ents to subscribe for resource-change notifications and node-
creation notifications at nodes.
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Figure 1: AwareDAV event flow models

4.1 Awareness Features collection, which may be controlled by the session limiting access
This section describes the level of awareness supported by theffom non-session-channels.

AwareDAY framework. 4.1.3 Intersubjectivity Awareness

4.1.1 Event Awareness With the mechanisms described above, we can be kept aware of

hat is going on and who is doing what, but it would be even better
f we also knew what others knew. This feature enables a client to
“hear” what others are being told about it.

Intersubjectivity as described in the iScent framework [1] is the
feature thatou could be notified when others were notified about
Jour actions This is desirable in a tight cooperative setting, be-
cause if you know what others already have been notified about,
you can work with them based on that knowledge.

Event awareness, as seen in Figure 1(a), enables a server to noti
clients about events occurring in the data model (i.e., the resource
hierarchy). Whenever a successful WebDAV request is issued, the
server performs the corresponding actions in a more or less atomic
way with each action generating an event. If a client is interested
in certain resources, it must subscribe for events at these resource
The subscription will catch desired events and notify the client ac-

cordingly. The subscription determines whether to keep the notifi- ; . . o .
gy s P This can be generalized to catching “notified” events on a session-

cation in its notification queue waiting for the client to look at the h | h in Fi (). Th tificati Kby h
queue or to dispatch itimmediately to the channel. A channel could channel as snown in Figure ©. ese notifications work by hav-
be an e-mail address, a TCP socket, or something else. ing a spying subscription on a session-channel or by setting the

Mutual-Notify header requesting a notified notification from all
generated notifications. The last option is not only the most useful

4.1.2 Subject Awareness lastc
but also the way to catch notifications for “anonymous” channels.

A crucial element of shared awareness is knowirgis doing
what. Subscriptions as formulated in AwareDAV have an owner 4.1.4 Computation Extension
apd a channgl, bu_t these may just be URIs, and does not necessarily While the three awareness mechanisms described above will co-
d|vulgg who is doing what. - . . ver many use scenarios, AwareDAV also has a mechanism for ex-

Subjecy awareness, as s_hown m_anure 1(b), introduces SESSIONSasi0ns, which extends the subscription with computational power,
and ;essmn-channels, which provide a framework for.structur!ng so that it can act upon successful event matches. The subscription
work into sessions, and to announce current work and interest in acould e.g., grab a lock to a highly requested resource when it is
certain s_ession byogging-into it. Session-channels come in three_ unloci<ed. :Fhe event matching mechanisinouldtherefore ensure
flavors: independent, sesspn-members, and at_ta_ched. A SeSSI0Ngimess in the order it process subscriptions: The subscriptions el-
member represents an active user (or actor) similar to ACL [6]. dest and closest to the event should be matched first.
Thergfore each client .ShOUId use thession-channeheader to The engine is also used in threhere-expression, granting de-
identify the ac_tlng sessmn-channel._ I tailed matching capabilities. It is very similar to tSEARCH re-

As only active members can receive notifications, a system sup- quest from DASL [15].
porting off-line notifications should use session-channels attached
to the session-member to represent a single session-member. 4.2 Awareness Architecture

A session-channel can represent channels, as all session chan- Our design should be architecturally independent. The proto-
nels have a default channel, as shown in Figure 1(b). The channel,,| ohqy19 be usable both in a small office running Microsoft Ex-
(its queue, and its lifetime) is then be shared between subscriptionschange’ and on a large multi server configuration. We must there-

using the_same sesspn-channgl. . .. fore consider channels and server setup:

A session channel is a “special” resource which should be inside
a session (a collection type resource). As sessions are hierarchi-Channels: The channel is a communication conduit to the client
cal organized, all sessions will be related to its parent (either the given by a XML representation. This could be email, a TCP
session-root or another session). Each session may have a data- socket, or something else. Internally, the server setup can
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use any protocol. The possible channel types of a notifica- 4.3.1 Event Type Scheme

tion servershould of course, be obtainable. Connected com-  The event types scheme is analogous to access rights from ACL
munication like sockets will probably only be used in tight  [6] and designed to be extensible. Due to the extensibility, events
and relatively small groups. Email could be used with low- jl| often have more types. An simple client may not recognize
rate notification scenarios where the user want to be notified new event types on an special event but can still recognize the basic
even when off-line. A third alternative would be to use an  types within it and therefore work with more advanced servers.

IM service, such as Jabber. The type scheme consists of the followirgeated-x deleted-x

Servers: In a reasonably sized setting, it would be natural to off- Updated-x modified-x refreshed-x read-x, moved-x andfailed.

load the notification job from the document server to a dedi-  OPiects thak may span over areResources contents prop-

cated notification server. In a large scale scenario, we might €'ties, bindings, locks, subscriptions notifications, andsession-

even need more notification servers, as well as many doc- channels This can, of course, be extended by other protocols,

ument servers. The document server would then route the Maybe withsessionsversions version-histories etc. Thefailed

relevant requests to the notification server. This should work €vent is not differentiated based on its object. Tefzeshed-x

well, as long as a client does not need to inquire for existing €vent types may be omitted if the server guarantees thaietlete-

subscriptions, or to refresh it subscriptions very often. x event is sent when the objects timeout. The actual names used
can be seen in Table 1.

In these cases we could reuse a request redirection. Namely, Exiensions are required to extend the event system in a consistent
the response 300 ML.TIPLE CHOICES which uses thé.ocation way in regard to the scheme described here.

headers to give a list of URL'’s referring to the notification server. An example could b&/ERSION-CONTROL: This request (from

It would additionally use theAllow header to specify the set of Ay [5)) puts a resource under version control. This really ought to

methods which should be redirected. A simple client, having only pe invisible for version agnostic clients, so it should not use any of

limited traffic to the notification server, could, of course, just send e pasic event types.

everything to the primary Web server, and be redirected every time.  The ceckoUT of a version creates a new (version controlled)
Requests can be redirected if they address a subscription (bYyasource and should therefore emitraated event.

URI and subscription ID) or/and a session-channel (identified by

the URI), which are the two entities it makes sense to offload. 4.3.2 Event Properties
4.3 Event Processing Every event carries some extra information in its properties. This

Both events and subscriptions are tied to the resource hierarchy.
Subscriptions are sub-objects of resources in the same way as lock
are, and are inherited to a specified depth just like locks. Events
emerge at those resources, which are affected by the correspond
ing actions. These resources are called the event origin. So event
processing begins with matching and, if successful, continues like

is an extensible mechanism just like resource properties, and each
roperty is an XML element. Basic properties include the method
nd resource type. This is why we do not have event types like

created-collectionandcreated-sessionand why there is only one

failed event. See Section 5.5 for other event properties.

A subscription can match against these properties ifahere

expression is supported. And to avoid transmitting more than nec-

this: essary, a subscription may select the interesting properties using its
1. Event subscription matching: filtering mechanism.
(a) The event-origirmustmatch the coverage of the sub-
scription (i.e., have a resource in common). 5. CORE PROTOCOL DESIGN
(b) The event types of the evemtustmatch the subscrip- In this section we list the AwareDAV protocol method- and XML-
tion (i_e_’ the Subscriptiomustlisten for at least one of SyntaX, and discuss its interoperability with DASL [15] and ACL
the types of the event). [6]. Throughout all XML examples and definition we use the prefix
(c) The evenmustmatch thevhere-expression of the sub- ﬁ: f.‘;/r the n dar_ne_s pachkﬁ;/: anth:\ws prefba: for the namespace
scription. (Thewvhere-expressiomustevaluate to true. ttp:/iwww.daimi.au. ware
It works like thesearchexpression of DASL [15]) 5.1 Methods
2. Notification construction: We have extended the WebDAV protocol with seven new re-
(a) Event-property filtering: The subscription will select quest methodsSUBSCRIBE UNSUBSCRIBE ?OLL’ NOT'FY’ LC.)'
the needed event-properties and insert them into the no- GIN, LOGOUT, andSESSIONCONTROL. The first four are inspired
tification. (This to avoid huge notifications) by Microsoft Exchange [13], and the rest enable subject awareness.
(b) The actions expression (if any) is evaluated/run and the SygscrIBe
result added to the notification. . . .
) . . A suBscRIBErequest is used to subscribe to events occurring at
(c) The proaertlﬁs, V]Yh'Ch ﬁre requested from the SUthC”p' the resource or in the collection hierarchy (the coverage of the
t!c_)n, are etc ed. rom t € resource and adQed t_Ot € no- subscription) specified by the request URL and the optiBmgth
.tlflcatlon. (Note: Even if a evgnt-property is mlrrored header, or to refresh existing subscriptions.
in a resource-property the action could change it).
3. The notification will be put onto the channel, which will dis- * ArefreshsuBsCRrIBErequest has no body amiusthave at
patch it according to its nature. Some channels has queues least oneSubscription-IDheader.

\é"hl'Ch ZOIdf.ft.het.nOt'f'C?t'on until it is polled or packed in a e A createsuBSCRIBErequest has nSubscription-IDheaders
elayed notification-set. and the bodynustbe aa:subscribeinfoXML element. This
Most event matching can be accomplished with the two first element specifies who owns the subscription, which events it

match mechanism. will listen to, and how it will respond to these events. The
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create created - - bound locked subscribed notifiec? logged-in
delete deleted - - unbound || unlocked | unsubscribed - logged-out
update updated | updated-conten - - - - - -
modify - - modified-properties| - - - - -
read/copy copied read-content read-properties - - - polled -
move moved - - - - - - -

@Notified is a special event type generated bynloaiFy method or intersubjectivity. Notified-type notifications do not generate additional notified-type events.

Table 1: Basic event types

requestmayfail if the request-URL is an unmapped request- e A refreshingLOGIN request has no body and the request-
URL. TheSubscription-IDis returned in the header. URL refers to an existing active session-channel. This chan-
nel and its subscriptions will be refreshed according to the

SUBSCRIBE, UNSUBSCRIBE andPOLL requestsnayfail, if the Timeoutheader.

request-URL is not within the coverage of the subscription(s). The
Timeoutheader may be used to urge a certain lifetime upon the
channel, and should be used to pass the resulting lifetime in the
response. Thea:subscribeinfo XML element is defined in Sec-

e An activating (and creating)OGIN request has a:login
body and the request-URL refers to either an inactive session-
channel or a session.

tion 5.2. e A activating LOGIN response has a:login-responsebody
with an list of re-subscribed subscriptions if any. The-
UNSUBSCRIBE cation response-header indicates whether a session-channel
An UNSUBSCRIBErequest is used to remove subscriptions made was created.
with SUBSCRIBErequests. <lelement  a:login (a:channel, d:displayname?, a:session-
member?, a:channel-type?, a:mutual-notify?)>
o An UNSUBSCRIBErequest has no body amtlisthave at least <telement  a:session-member  (d:href)?>
Sub .. IDhead <lelement  a:channel-type (a:online-channel,
oneSubscription-IDheader. acoffline-channel)>
<lelement  a:login-response (a:subscription-list?)>
PoLL

The optionak:session-membeelement specifies the type of the
The PoLL request is used to poll the notification queue of a sub- created session-channel. afsession-membeis not present it is
scription in the cases where server-to-client communication is un- independent; if it is empty it is a session-member; and if it contains
available or unreliable. ad:href it is attached to the session-member given by the that URL.
The lifetime of active session-channels is inherited by all sub-
e A POLL request has no body andusthave at least one  scriptions using them. If the specified communication channel is

Subscription-IDheader. another session-channel a copy is made including associations to
N attached session-channels. Intersubjectivity may be forced upon
i -tl)-hs successfiHoLL responsenusthave aa:notification-set every request made by the active session-chaarmalgual-notify ).
ody.
LoGouT

Thea:notification-set XML element is defined in Section 5.3. The LoGOUT method is used to logout (and deactivatejeasion-

NOTIFY channelresource.

The NOTIFY method simply generates a user defined notification, ~ ® A LOGOUT request has a:logout body.
which is transmitted to the specified recipient. This is similar to
email or IM functionality, but has the advantage of being observ-
able by others.

e A LOGOUT response has @&logout-responsebody with an
list of auto-unsubscribed (and auto-subscribe capable) sub-
scriptions if any.

e A NOTIFY requestmusthave aa:notify body. The request- <lelement  alogout  ()> S
URL mustspecify asession-channewhich receives the no- <lelement  a:logout-response (a:subscription-list?)>
tification generated from the body. All subscriptions owned by the session-chanmeistbe auto-

matically unsubscribed upon successful completion.
Thea:notified-type eventmustbe generated at the session-channel
upon successful completion. Thenotify XML element is defined SESSION-CONTROL

in Section 5.3. ThesESSIONCONTROLMethod is used to create sessions or change
the control options of an existing session. If the request-URL is
unmapped a new session should be created, and if it represents an
TheLoGIN method is used to login (and activategession-channel existing session it should alter the options of the session. A session
resource in @essionlt is also used to refresh the login. must logically reside in another session or in a session-root.

LOGIN
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e A SESSIONCONTROLrequest has a:session-controbody
specifying the session-parent, the data collection, and control
options.

e A SESSIONCONTROL response has asession-control-re-
sponsebody and uses kBocationheader for a newly created

session.
<lelement  a:session-control (a:session?, d:displayname?,
a:data-url?,a:data-control?,a:mutual-notify?)>
<lelement a:session (d:href)>
<lelement a:data-url (d:href)>
<lelement  a:data-control (a:auto-login?,a:subscribe?,

d:read?,d:write?)>

<lelement  a:session-control-response

0>

Implementations may allow a session to control the data collec-
tion by requiring users to be logged-in in order to read, write, or

As the XML definitions show, AwareDAV is extensible both in
regard to event-types, matching, server-side programming, and com-
munication protocols.

5.3 Notifications

When notifications are received, more natifications may have
been packed together inaanotification-set either because we are
polling, or because the channel-specification allows for notification-
delays. Each notification contains a subscription part, an event part
and a notification computing part.

The subscription part contains identity and owner of the sub-
scription. The event para(evenf) contains event-typesafwhat)
and event-propertied{prop—see also Section 5.5). The com-
puting part may consist of the result of the computed side-effect
(a:action-result and retrieved properties from the resource of the

subscribe to resources in the data collection. They may even sup-subscription d:prop).

port auto-login when it is required. Intersubjectivity may also be
forced upon session-channels within the session.

These seven request-methods form the AwareDAV API, together
with the XML-structures defined in the following sections.

5.2 Subscriptions

A subscription is a sub-object of a resource, and is identified by
the resource-URL and a subscription-identifier. Even so the identi-
fier of a subscriptiorshouldbe unique. It may have both a user
supplied owner (i.e.d:owner), a formal owner (i.e., a session-
channel), and optionally an attached session-channel.

The main content of subscriptions is specified byatseibscribe-
info XML element below: The events it is listening for is deter-
mined by event-typesa(what) and the optional match-expression
(a:where); the content of notifications is specified by event-property
names @:selec) and resource-property nameggropfind); the
side-effect of notifying is specified by a small prograaation);
and how notification should be dispatched is determined by the
channel &:channe)). Supported channels may include TGR(¢p),
e-mail @:email), HTTP connection pollingg:polling), and session-
channels (specified wittk:href).

<lelement  a:subscribeinfo (d:owner?, a:what, a:where?,

d:select?, d:propfind?, a:action?, a:channel)>

<lelement awhat (ANY)> ; any event-type

<lelement a:where (ANY)> ; any match-grammar
<lelement  d:select (d:allprop | d:prop)>

<lelement  a:action (ANY)> ; any action-grammar
<lelement a:channel  (ANY)> ; any channel-description
<lelement a:polling (EMPTY)>

<lelement a:email  (d:href, a:delayed?, a:transform?)>
<lelement aitcp  (d:href, a:port?)>

<lelement  a:subscription (d:href?, a:subscription-id?,

d:owned-by?, d:owner?, a:what?, a:channel?)>

The following resource-properties exist in order to help use sub-
scriptions:

e Thea:eventtype-discoveryproperty contains the supported
event-types for this resource. ABBSCRIBErequest with
unknown event-typesustfail; unsupported but known event-
typesshouldbe silently ignored.

Thea:channel-discoveryproperty contains a list of supported
channels. E.g., TCP, email, or something else. A session-
channel is supported if the default channel of it is supported.

The optionala:subscription-discovery property contains a
listaa:subscription elements, representing the subscriptions
at the resource and their owners.niaycollapse more sub-
scriptions into ona:subscription not discarding ang:owned-
by value.
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<lelement  a:notification-set (a:notification*)>

<lelement a:natification (d:href?, a:subscription-id?,
d:owner?, a:owned-by?, a:event, a:action-
result?, d:prop?)>

<lelement aevent (a:what, d:prop)>

<lelement  a:action-result (ANY)>

<lelement  a:notify (d:prop)>

<lelement a:message (ANY)>

The client may ignore unknown event-types in a notification and
will not receive any unknown event-properties that it did not ex-
plicitly ask for.

Notifications may be due to an explicit subscription, or inter-
subjectivity using thdutual-Notifyheader, or an intersubjectivity-
enabled session-channel. User initiated notifications (or messages),
which are sent with thROTIFY request, generatesanotified event
with the provided event-properties. The event-propartgessage
shouldbe used as a general message for clients not understanding
specialized properties.

5.4 Event-Type Scheme

The event-type schema:(vhat) is already described in Table 1,
but here we will specify the method-to-event relations and discuss
the design choices. The events can be seen in Table 2 and Table 3.

The multiple type scheme was introduced as AwareDAV should
be easy to extend with new event types, while maintaining compat-
ibility with older clients. It also makes the choice between focusing
on bindings or resources easy, as we choose both. ACL [6] had to
make that choice as it would be troublesome to have different rights
for creating and binding the chosen bindings (i.e., if you can move
a resource somewhere, you should presumably be able to create a
resource there as well).

Themodified-x types are an union afreated-x deleted-x and
updated-x, which should be used when deletion is similar to as-
signing an empty value. Thaodified-properties is therefore the
only event being generated fronP&OPPATCHrequest.

Though refreshing (locks, subscriptions, session-channels, etc.)
often updates some resource-properties athgodified-properti-
esshouldnot be used, as no significant changes occur. Instead the
optionalrefreshed-x event-types may be used. If the server guar-
antees thatinlocked, unsubscribed orlogged-outevents are gen-
erated upon timeoutefreshed-xevents may be omitted entirely.

Having listed the required event-types teabuldbe supported,
we now proceed with the properties of events.

5.5 Event Properties

Event-properties are unrelated with resource-properties (though
they use the samd:prop XML element). Properties of events ex-
plain who caused it, when it was done, and what happened. Noti-



Method | Event type

GET read-content
HEAD (read-content)
PUT (create?)| created, bound
(update?)| updated-content
POST ?
DELETE deleted, unbound
OPTIONS -
PROPFIND read-properties
PROPPATCH modified-properties
MKCOL created, bound
COPY (source:)| copied
(destination-create?) created, bound
(destination-update?) updated
MOVE (source:)| moved, unbound
(delete-destination?) deleted, unbound
(destination)| moved, bound
LOCK (create?)| locked
(refresh?)| (refreshed-lock)
UNLOCK unlocked
REPORT (read-properties)

Table 2: Mandatory Events for WebDAV Methods

Method | Required events
SUBSCRIBE (create?)| subscribed
(refresh?)| (refreshed-subscription)
UNSUBSCRIBE unsubscribed
POLL (polled)
NOTIFY notified
LOGIN (create?)| logged-in, created, bound
(refresh?)| (refreshed-channel)
(update?)| logged-in
LOGOUT logged-out, (deleted, unbound)

Table 3: Mandatory Events for AwareDAV Methods

fications will receive the actual properties filtered by theelect
property names.

The supported event-properties will vary depending on the pur-
pose of the notification mechanism. Some clients need to know ev-

erything that changed, others may need to know some basic event-

properties even if they did not change.

Standard event-properties are:

<lelement d:owner (href?)>

<lelement a:owned-by (href)>

<lelement a:date (#PCDATA)>

<lelement a:method (#PCDATA)>

<lelement  a:origin (d:href, d:etag?, d:depth?,

d:multistatus?)>

<lelement  d:resourcetype (#PCDATA)>
<lelement a:unknown (#PCDATA)>

<lelement  a:src-origin (a:origin)>

<lelement a:dest-origin (a:origin)>

<lelement d:iresponse  (...)> ; from WebDAV
<lelement  d:activelock (..)> ; from WebDAV
<lelement  a:subscription-id 0>

<lelement awhat (ANY)>

<lelement a:message (ANY)>

<lelement  a:report (ANY)>

While the d:owner of locks and subscriptions is an arbitrary
client-supplied element, thdtowner of events and resources is an
ACL [6] principal. Thea:origin of an event is specified by the
root of its @d:href) and itsd:depth; if the event failed on a subpart
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of the resource-hierarchy, the failed sub-branches are named in the
d:multistatus. For a singleton origin, thd:etag may be present

as well. Thed:resourcetypemay bea:unknown if it cannot be
derived without extra resource-property retrieval. Thesponse
property indicates affected resource-properties, andatteport
property about used reports.

A server may support thpropertyupdate property forPROP
PATCH anddiff property forPuT, as WebDAV-notify [12] does.

In many cases, some event-properties do not make sense and will
be omitted, e.g.d:resourcetype only makes sense on singleton
origins. Thed:owner property will be derived from authentication,
anda:owned-by property will be determined by the used session-
channel (i.e., by theession-channdieader).

If a d:selectof a suBSCRIBErequest lists unknown event-pro-
perties itmustfail, with a DAV-error describing which event-pro-
perties are unsupported.

We have here described the extensible event-property mecha-
nism. Similar to resource-properties ttellprop filter will not
return all event-properties, andshouldonly return the standard
event-properties listed above.

5.6 Computations

Computations are used two places in AwareDAV, indhghere-
expression and in tha:action. These two expression vary much
in their required vocabulary. The firstustevaluate to a truth-
value based upon the event-properties; the other perform some side-
effect.

The a:where-expression may contain &where element from
the basic search grammar of [15], whek@rop is interpreted as
event-properties, or a server may implement other match-grammars.

Thea:action may contain a:simple-actionelement or another
root element of an supported server-side languagesa’Bimaple-
action language consists of a list of statements described below.
Server may support other server-side languages as well, which may
be discovered using tha:supported-... properties similarly to
WebDAV Search [15].

<lelement  a:simple-action (ANY)> ; any statement below
<lelement  a:unsubscribe (EMPTY)>

<lelement alock (EMPTY)>

<lelement aif  (ANY)>

<lelement  a:supported-match-grammar-set (d:grammar*)>
<lelement  a:supported-comp-grammar-set (d:grammar*)>

This very simple language allows a subscription to unsubscribe
itself and lock the associated resource. The language could easily
be extended when other uses beyorid>" <lock/> <unsub-
scribe/> </if> " are discovered.

Even though these two simple approaches handle the job, a more
ideal approach may be to create a common languagedrere-
expressionsa:action’s, and searches (from DASL [15]).

5.7 Access Rights and Principals

The ACL protocol [6] introduced principals as representatives
for actors and assigns to these actors access rights or specific re-
sources. If an implementation supports both AwareDAV and ACL,
we have to contemplate two issues: The relation between principals
and session-members, and how access-rights affect notifications.

A session-channel is defined as a resource wétis@ssion-chan-
nel and arad:active property, so a principal may well be a session-
channel. But often a principal wants to use more session-channels.
In these cases, a serveray use a new resource tyesession-
channel These resources should be associated with a principal
through thed:owner and d:principal-url property as defined in
ACL [6].



This is so because users may want to join more sessions (creatinghe user’s actions, e.g., if they had the browser open at the same
session-channels) without having the possibility of adding princi- resource or maybe another type of client (see Figure 2(b)). The

pals. Sessions could then be created usingH8&SIONCONTROL
method, and session-channels with tresIN method. Another
option for implementors is to prohibit session creation, only allow-
ing the sessions (or collections) containing the principals, and in
that case, principals and session-channels could be the same.

In general, if an actor has read access, he should also have sub-

scribe access. But the coverage of a subscription may extend to

resource and sub-objects that the actor has not access to, and he

mustbe prevented from access to anything beyond his access level.

Thus, events will have to carry the access rights information of
their origin, and match it with the access rights of the principals of
the subscriptions. In case of multiple origins, a server could choose
to restrict event-properties to inform about the origin root.

Some requests likeeARCH[15] may contain indirect informa-
tion, which reveals too much (e.g., searching for “secret deals with
Ted”, which states that the actor and “Ted” has something going
on). The eventshouldtherefore not contain such information.

As can be seen, combining ACL and AwareDAV raises some

potential problems that must be addressed to make access rights

control safe and efficient.

LOGIN re
LOGIN /gold _session/ HTTP/1.1
Host:
<a:login xmIns:a="http://www.daimi.au.dk/AwareDAV"

6. APIUSAGE EXAMPLES

We describe two examples to illustrate the utility of AwareDAV.

One simple with a browser client using event awareness, and a sec-

ond more complex using all three features.

Simple client

interactions involved are:

e The session-treereport is issued to find sessions, and the
session-channel-listeport is used to find session-members
in them.

Logging in or out should be reflected in the session view, so
there will be a subscription for every open session.

All requests should use thdutual-Notifyheader in order to
receive the intersubjectivity notifications. This can be done
when the client has logged into the session-channel. These
notifications will all be received by the session-channels’ de-
fault channel.

All other operations occur as before, perhaps with the slight
modification that all events could arrive at the session-channel
(assuming the client requires login).

The following illustrates some of the messages sent:

uest:
test.daimi.au.dk

xmins:d="DAV:">
<a:channel><a:tcp>
<d:href>teds-computer.daimi.au.dk</d:href>
<a:port>8001</a:port>
</a:tcp></a:channel>
<d:displayname>ted</d:displayname>
<a:session-member/>

The simple client can connect to an AwareDAV server, browse the </alogin>
resource hierarchy, lock resources and view/edit documents (see_H%lN response (creating a new session-channel):

Figure 2(a)). The interactions involved are

Location:

P/1.1 201 Created

test.daimi.au.dk/gold _session/ted

<a:login-response

e Connecting involves opening a TCP socket, and sending the

xmins:a="http://www.daimi.au.dk/awaredav"/>

OPTIONrequest to verify that the server is indeed an Aware- Open folder (PROPEIND and SUBSCRIBE requests):

DAV server. The DAV response header of theTION re-
guest will contain the keywordsvents , sessions , and
intersubjectivity depending on the level of Aware-
DAV support.

P
Host:
Depth:
Session-channel:  test.daimi.au.dk/gold

OPFIND /test HTTP/1.1
test.daimi.au.dk

_session/ted

<d:propfind xmins:d="DAV:">

<d:prop><d:resourcetype/></prop>

</d:propfind>

Browsing the resource hierarchy involves opening and clos-
ing folders. For each open folderp&oPFINDrequest with
depth 1 is issued to retrieve the children, ansiuBSCRIBE

of any changes to the displayed resource tree. The subscrip-
tion will listen for created, deleted, copied, moved, bound,
unbound, locked, and unlocked events. When the folder is
closed, it should be unsubscribed.

The client will then receive notifications in its model about
changes and locks, and can reflect this in an explorer view.

SUBSCRIBE res|
HTTP/1.1 201
Subscription-ID: 1051

When viewing a resource, it is made read only (in the client)
if it is locked. Otherwise, the user can be asked whether the
resource should be locked for editing.

Advanced client

The advanced client extends the simple one with sessions and inter-
subjectivity. The user may choose a session to display and login to.
Each time a intersubjectivity notification is received, the client can
visualize it with a “sending message” animation on the session-

SUBSCRIBE /test HTTP/1.1
Host:
Depth: L |
. R . Session-channel:
request (also with depth 1) ensures that the client is informed ...

<a:subscribeinfo xmins:a="..."

test.daimi.au.dk

test.daimi.au.dk/gold _session/ted

xmins:d="DAV:">

<a:what>
<a:created/><a:deleted/><a:updated/><a:copied/><a:moved/>
<a:bound/><a:unbound/><a:locked/><a:unlocked/>

</a:what>

<d:select><a:method/><d:resourcetype/></d:select>

<a:channel>
<d:href>test.daimi.au.dk/gold

</a:channel>

_session/ted</d:href>

</a:subscribeinfo>

onse:
reated

And finally a notification (same as the body of aPOLL response):
<a:notification-set><a:notification>

<d:href>test.daimi.au.dk/gold _session/ted</d:href>
<a:subscription-id>1051</a:subscription-id>
<a:owned-by>test.daimi.au.dk/gold
<aevent>
<a:what><a:created/><a:bound/></a:what>
<d:prop>
<a:method>MKCOL</a:method>
<d:resourcetype>collection</d:resourcetype>
</d:prop>
</a:event>

_session/ted</a:owned-by>

member that was notified. The animation may differ depending </a:notification></a:notification-set>

on the kind of event-type that was caught by the session-channel.

Having seen a few examples of client interactions, we describe

Thus, the user will immediately see who received notification of our server implementation.
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Client Client
Client -
Explorer Document Session Explorer Document
View View View View View
A
i i A A A
\ \J v L
servers @ servers > Recipient
collections EH—\ session(s) collections -
resources - document -members resources-4 document
Notification
- _A A A A queues ¥ Subscriptions < Event
I EIEAE s : 8oz ot o< = A Filter > Filter
Sy Sy Oy 2 &, Sy 2y 3y Sy Sy 2 &y - Handler
Server Server
Apache
(a) Simple client (b) Advanced client (c) The AwareDAV prototype
Figure 2: APl Usage Examples
7. IMPLEMENTATION EXPERIENCES SCRIBE, UNSUBSCRIBE POLL) and their basic functionality, the

Any protocol or design must be validated through implementa- unique subscription ID (which together with an URI identifies the
tion. When faced with the implementation of AwareDAV, we de- subscription), inheritance of subscriptions, and a notification queue
cided to extend an Apache Web server (complete with o) to hold the notification until polled. _
with an AwareDAV module. This choice makes the extensibility ~ However, there are also some key differences: There are only
of AwareDAV dependent upon the extensibility of Apache and the 2 few specialized event types in Microsoft Exchange, events use
mod.dav module. Other choices could have been to build a server headers for all information, and that information can only be ob-
from scratch, or to choose a different Web server as platform. tained through theoLL request. Our notifications are contained

Using the filter mechanism of Apache, we monitor all requests €ntirely in a XML body, so the only requirement to the notifying
arriving and all responses departing. Upon departure, we gener-mechanism is that it is capable of delivering XML. Our design is
ate an event based on the information gathered and compares witHfar more flexible in these aspects, whereas the Microsoft solution
known subscriptions. Matches cause a notification to be dispatchedhas been adapted specifically to the mail server domain.
to the channel. Seven method handlers have been made to deal with There are at least three major differences between AwareDAV
the seven new request methods. Sessions-channels are just normand WebDAV-notify [12]: The data models, the event scheme and
resources with tha:session-channeproperty, and a reference to the server-gateway architecture.
the notification queue.

The protected properties (includirrgsession-channglare im-
plemented through a hook mechanism in nazy; apart from this,
both the Apache Core and matdv are left untouched.

This approach gives some problems with the accuracy of the
event information: either we have to make sub-requests, impair-
ing efficiency, or we must accept that the events cannot provide
full knowledge about what happened. E.g., the request/response
of a PuT does not give enough information to return thé ele-
ment. Such a scenario is one of the reasons behind AwareDAV’s

e \WebDAV-notify maps the WebDAV resource model unto XM-
PP-PubSub’s node model. These two models differ in that
collections in WebDAV may have both content and proper-
ties, while PubSub’s collection are pure bindings. Especially
in the more advanced WebDAV extensions (edyY) the
missing events for collection operations may be irritating.

e Clients can subscribe to node creation and item change events,
and may therefore receive natifications that it should ignore.

differentiation between event-properties and resource-properties in WebDAV-notify change notifications are categorized by re-
the notification. Resource-Properties are explicitly retrieved after guest method and payload elements to distinguish between
matching, while event-properties should be low cost and directly the notifications. Though we could envision different meth-
derivable from the event. Modifying modav or using its hooks ods having the same payload signaling similar behavior, this
more extensively may alleviate this problem. makes for a less adaptable design with regard to new exten-

sions that use the same payload but should not be associated
with existing methods.

8. RELATED WORK As our design supports human notification (like email), we

As mentioned in Section 3.2, AwareDAV is not the only frame- sometimes need our finer grained matching mechanism. Even
work for natification support in WebDAV. Notable are the support though it is possible to match for request names, it is not rec-
found in Microsoft Exchange and WebDAV-notify. These systems ommended in our design.

were sources of inspiration during development, and this section
details the similarities and differences between AwareDAV and the

WebDAV-notify has one primary communication conduit:

two systems. XMPP. This has the advantage of encouraging both servers
There is some common ground between AwareDAV and Mi- and clients to be more secure. Our design could probably
crosoft Exchange [13]: Some of the request methods nasuss ( also be adapted to XMPP-CORE, by simply having the ser-
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ver redirecting the subscription requests, as long as we are 10.

able to dispatch headers and XML bodies. [1]

AwareDAV encourages gateways to make their existence known
through WebDAV-properties along with all built-in channel
communication types, while Webdav-notify assumes that the [2]
problem is handled by gateways and clients themselves.

These similarities and differences highlight the different design
goals of the three projects. AwareDAV has the advantage of having [3]
a higher degree of flexibility and extensibility.

9. CONCLUSION n

The introduction of WebDAV was an important conceptual shift
on the Web, whereby the realization of the “inter-creative Web”
came closer. WebDAV provides a wide-spread standard for basic
collaboration support in the areas of uploading, locking, annotat-
ing, and versioning resources on Web servers. The common user [5]
will never directly come into contact with WebDAV, but will ex-
perience it as an enabling technology enabling work with remote
colleagues.

AwareDAV supplements WebDAV in the important area of noti-  [6]
fication support, as this cannot be handled directly within the Web’s
strictly stateless client/server model. Staying within this model is
a design feature of WebDAV, but constrains the ease with which
collaborative systems can be built upon Web servers.

We have introduced AwareDAV as a new framework to support [7]
shared awareness through event notifications in a WebDAV based
context. This allows for the creation of a new class of collaboration
systems on the Web. [8]

We have in this paper discussed two existing frameworks for
notification support in WebDAV, namely WebDAV-notify and Mi- [9]
crosoft Exchange. Both systems fit their niche well (and have in-
deed informed the design of AwareDAV), but are ultimately too
restrictive for a general design. Microsoft Exchange can only push
notifications through UDP and cannot provide users with exact in-
formation of what has changed; WebDAV-notify relies on XMPP [10]
for notification delivery, which may not fit all purposes, and in con-
trast to Microsoft Exchange provides the user with full change in-
formation (which may not always be necessary).

The AwareDAV approach is the more flexible as it allows for a
range of delivery mechanisms, and provides a fine grained event
subscription mechanism with an extensible event scheme to sup-
port future development. Any scheme related to collaborative work
should be forward compatible to allow for new systems and inno-
vative uses.

We have discussed our experiences with the initial implementa-
tion of AwareDAV on an Apache/madav Web server. Our initial
results are promising and the extensible approach taken by Aware-
DAV should allow for future growth and enable collaboration across

the Web through the merging of WebDAV and notification systems. [13]
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