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What' swrong?

Myth: theHTTPprotocolis

� Simple

� Easyto understand

� Easyto extend

Reality: theHTTPprotocolis

� Complicated(RFC2616:176pages,+ otherRFCs)

� Confusing
– many mailing-listquestionsby implementors

� Hardto extendwithoutconflicts
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Goal of this talk

Examinefundamentaldefinitionsandmodelsof HTTP

� Look at currentmodels/definitions

� Show wherethesecausetrouble

� Fix them

Not “write modelfirst, thenmakeHTTPfit themodel”

Rather:

� deducesoundmodel,basedonHTTPexperience

� then,makesureprotocolfits its impliedmodel
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Outline

� Protocolor distributedsystem?

� HTTP'sdatatypemodel

� HTTP'sdataaccessmodel

� Extensibility

� Otherstuff

� Relatedandfuturework
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Is it a protocolor a distrib uted system?

Protocoldesigners:

� Think in termsof messages

� Treatimplementationsasblackboxes

� Worry aboutinteroperability& extensibility

Distributedsystemsdesigners:

� Think in termsof state

� Think hardaboutcaches

� Worry aboutcorrectnessanderrorconditions

Weneedto think both waysaboutHTTP

WWW2002:Clarifying theFundamentalsof HTTP 4 of 32



The importance of caching

HTTP:asanetwork protocolandadistributedsystem

� Dependsoncachingfor performance

Cachingilluminatesweaknessesin any specification:

� Cachingmustbesemanticallytransparent
– Wronganswersareworsethanslow answers
– Badcachesencouragecache-busting

� Cachesareintermediaries,notend-points
– Forcesusto beexplicit aboutthedetails
– Canbecomeinhibitorsof extensibility
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Outline
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� HTTP'sdatatypemodel
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Data type model

Whatis a “datatypemodel” for HTTP?

� Datatypesoperateduponby theprotocol

� Also includestransformationsbetweendatatypes

� Not: MIME types(theseareopaqueto HTTP)

Convenientto think of “messagegenerationpipeline”

� Abstractionof stepscarriedoutby server

� Nodesrepresentdatatypes

� Edgesrepresenttransformations
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HTTP' s existingdata type model

Fuzzymodel,implicit in thespec:

� Resource: thingwhichaURL pointsto

� Variant : language-specificversionof resource

� Entity : information(body+ headers)in a response

� Message: carriesentityor piecesthereof

Also, Entity tag:

� Assigned& sentby server, storedin cacheentry

� Sentby client in conditionalrequest(revalidation)

� If matches,cacheentrystill valid
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Messagegenerationpipeline

Resource Variant Entity Message
Selecting
headers

Content−codings, Range

Transfer
codings

Assign entity tag here

Thingsto note:

� There'sa cycle in thepipeline

� Entity tagis assignedonanedge,notatanode

� Edgebetweenvariantandentity is not labeled
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Problemswith existingmodel

Specificationof caching

� Whatdoesacachestore?
– Not any of: resource,variant,entity, message

Partial results

� How to combineranges,compression?

� How to definedeltaencoding?

� Whendoestheserver assignanentity tag?

Thesearebothtoocomplex to describehere!
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More problemswith existingmodel

Headercategorizations

� Whatheaderscanaproxycachemodify?

� How to make thisextensible?

Protocolspecificationcomplexity

� Lackof modularity

� Complex wording
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An improveddata type model

Key idea:addonenew datatype:
Instance: theentireresultof successfullyapplying
GETto agivenresourcevariantatagivenpoint in
time. (Definedmoreformally in thepaper)

Also add(optional)instancemanipulations

� May generatepartialresults

� E.g.,Rangeselection,Deltaencoding,compression

� Add new

��

and
� � ��

headersfor labeling
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Impr ovedmessagegenerationpipeline

Resource Variant Instance Entity Message
Selecting
headers

Range, Delta,
other instance
manipulations

Content−
codings

Transfer
codings

Assign instance tag here

Thingsto note:

! No cyclesin pipeline

! “Entity tags”arereally instancetags!

! Entity/instancetagis assignedatanode

! All edgesarelabeled
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Why is the newmodelbetter?

Cachingspecificationis muchsimpler

" Cacheentriesstoreinstances(or partsthereof)

" “Entity tags”identify instances

Muchcleanerhandlingof partialresults

" Clientscanspecifyordering(using

# $ %&

)

" Compositionwith compressionis well-defined

Headercategorizationsmake sense(mostly)

" Many morecategoriesthanRFC2616(seepaper)

" Rulesfor, e.g.,“end-to-end”hdrs(almost)trivial
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Outline

' Protocolor distributedsystem?

' HTTP'sdatatypemodel

' HTTP'sdataaccessmodel

' Extensibility

' Otherstuff

' Relatedandfuturework
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Accessmodel

Whatis an“accessmodel” for HTTP?

( What kindsof datacanbeaccessed
– E.g.,mutableor not?;side-effects?;idempotent?

( How datais accessed
– E.g.,GET, PUT, POST, DELETE

( Not an“access-control”(protection)model

Most importantfor

( Non-humanagents(robots,automatedclients)

( Intermediaries(caches,proxies)
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Problemswith the accessmodel

Toomuchis inferred thatshouldbeexplicit :

) No access-modellabeling,e.g.:
– is it safeto replaytherequest?
– will therebeanew instancevaluein thefuture?

) No clearmappingto protocolrequirements,e.g.:
– canI doaPUTon this resource?
– is it safeto pipelinerequestson this resource?

) “Static” vs. “dynamic” inferredfrom `?': nonsense
– Falsebelief: implies“no-cache”and“no-replay”
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Fixing the accessmodel

Add labels

* Makeeverythingexplicit

* Never requireinferences

Labelsinclude

* “mutable”,“side-effects”, “assignable”,etc.

* Cost(s)to generateresponse(ratherthan“dynamic”)

Attachlabelsto instances,resources(maybevariants?)
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Outline

+ Protocolor distributedsystem?

+ HTTP'sdatatypemodel

+ HTTP'sdataaccessmodel

+ Extensibility

+ Otherstuff

+ Relatedandfuturework
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Extensibility

HTTPhasonesimple,powerful extensionmechanism:

, “Ignoreall headersyoudon't understand”

But lacksgoodsupportfor complex extensions:

, Do webothagreeto useagivenextension?

, Do weagreewhatit means?

, Doesentirepath(includingproxies)supportit?

WWW2002:Clarifying theFundamentalsof HTTP 20of 32



Extensibility problems

Consequencesof currentshortcomingsinclude:

- Serversbasingtheir responseson

.�/ 01 2 3 4 05 6

- Javascriptthat“knows” whateachbrowsercando

Failedattemptsat solutionsinclude:

- OPTIONSmethod
– nousefulsyntaxor semantics

- RFC2774“HTTP ExtensionFramework”
– toocomplex
– stuckasan“experimental”RFC
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Why HTTP versionnumbersdon't help

HTTPmessagesincludeaversionnumber, but:

7 Toomany optionalfeaturesassociatedwith version

7 Many differentrevisionsfor eachversion

7 Someproxieslie abouttheversionnumber

7 Hop-by-hoponly; saysnothingaboutfull path
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What are the possiblesolutions?

How dowediscover extensions?

8 Trial anderror

8 Negotiate

8 Declarecapabilities

How dowenameextensions?

8 Implicitly (trial anderror)

8 Decentralizedandflexible (asin RFC2774)

8 Centralizedandslow to change
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A proposedextensionmechanism

Choose:

9 Declarecapabilities(of everyhop)

9 Centralizednaming

UseRFCnumbersasextensionnames:

9 Compact,non-ambiguousnamespace

9 RFCsareimmutable(by IETF rules)

9 IETF requiresunambiguousmeaningfor RFCs

9 Define“profile” RFCsfor compactnamingof sets

9 (Proposed1997by J.Cohen,S.Lawrence,& me)
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Outline

: Protocolor distributedsystem?

: HTTP'sdatatypemodel

: HTTP'sdataaccessmodel

: Extensibility

: Otherstuff
– Variants– seethepaper
– Intermediaries– seethepaper
– Protocolsupportfor user-interfaceconcerns

: Relatedandfuturework
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Protocolsupport for user-interface
concerns

Theory:

; clearboundarybetweenHTTPprotocolandUI

; (afterall, someHTTPclientshavenoUI!)

Reality:

; server & clientneedto communicateaboutUI state

; alreadysomespec.wordsre: securitystate
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Impr oving UI support

Example:historymechanisms(“back” & “forward”)

< Spec.distinguishesthesefrom caching

< But mostimplementationsblur thedistinction

< Forcesannoying site-designglitches
– E.g.,“do notusethe`back' button” warnings
– E.g., => ? @ A > BC for “security” onsharedbrowsers

Betterapproach:explicit server controlover UI

< Separatefrom cache-relatedfeatures

< E.g.,“preventthispagefrom appearingin history”
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Outline

D Protocolor distributedsystem?

D HTTP'sdatatypemodel

D HTTP'sdataaccessmodel

D Extensibility

D Otherstuff

D Relatedandfuturework
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Relatedwork

Fielding& Taylor(2000,Intl. Conf. onSoftwareEng.)

E “Principled designof themodernWebarchitecture”

E Idealizedmodelfor interactionson theWeb

E Pointsoutsomeflaws in HTTP

E “Representation”modelblurstoomany distinctions

Eastlake (2001,Internet-Draft)

E “Pr otocolversusdocumentpointsof view”

E Arguesagainsttakingjustoneof thesepointsof view
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More relatedwork

Baker (2001,Internet-Draft)

F “An abstract modelfor HTTPresourcestate”

F Effectively adataaccessmodelfor HTTP/1.1

F Improvesclarity withoutactuallychangingspec.

Several“HTTP Next Generation”efforts:

F Usuallyattemptsto redesignHTTPfrom groundup

F Nonehavegonevery far
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Futur ework

Datatypemodelneeds:

G Testingonotherextensions
– e.g.,CDNs,coherentcaching

G Morework onarcaneheader-specificrules

Unfinishedbusiness:

G Variants(naming,semantics,andcaching)

G Extensionmodel(namingandsemantics)

G Transcoding(andintermediariesin general)

Cleanup thespec,in general!
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Messagesto takehome

TheHTTPspecneedssomecleanup:

H Leave theprotocolalone,but fix thewords

H Explicit, carefulmodelshelpwith rigor andclarity

H “Entity tags”arereally “instancetags”

H Think harderabouthow compositionof features

Eliminateambiguity:

H Never requireinferencesor heuristics

H Add taggingwhereit' s necessary

H Extensionsneedasimple,precisenamespace
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