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What'swrong?

Myth: theHTTP protocolis
e Simple

e Easyto understand

e Easyto extend

Reality:the HT TP protocolis
e ComplicatedRFC2616:176pages;+ otherRFCs)
e Confusing
— mary mailing-listquestiondy implementors
e Hardto extendwithout conflicts
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Goal of this talk

Examinefundamentatiefinitionsandmodelsof HT TP
e Look atcurrentmodels/definitions

e Shav wherethesecausdrouble

e Fix them

Not “write modelfirst, thenmake HT TP fit themodel”

Rather:
e deducesoundmodel,basedbn HTTP experience
e then,male sureprotocolfits its implied model

WWW2002: Clarifying the Fundamentalef HTTP 20f 32



Outline

Protocolor distributedsystem?
HTTP's datatype model

HTTP's dataaccessnodel

e Extensibility
e Otherstuf
e Relatedandfuturework
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Is It a protocolor adistrib uted system?

Protocoldesigners:

e Thinkin termsof messages

e Treatimplementationgsblackboxes

e Worry aboutinteroperability& extensibility

Distributedsystemslesigners:

e Thinkin termsof state

e Think hardaboutcaches

¢ \Worry aboutcorrectnesanderrorconditions

We needto think both waysaboutHTTP
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The importance of caching

HTTP:asanetwork protocolandadistributedsystem
e Depend®n cachingfor performance

Cachingllluminatesweaknesses ary specification:
e Cachingmustbesemanticallytfransparent

— Wronganswersareworsethanslon answers

— Badcachesncourag&ache-bsting
e Cachesareintermediariesnot end-points

— Forcesusto beexplicit aboutthedetalls

— Canbecomanhibitorsof extensibility
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Data type model

Whatis a“datatypemodel”for HTTP?

e Datatypesoperatediponby theprotocol

¢ Also includestransformationpetweerdatatypes
e Not: MIME types(theseareopaquao HTTP)

Cornvenientto think of “messageeneratiorpipeline”
e Abstractionof stepscarriedout by sener

e Nodesrepresentiatatypes

e Edgesepresentransformations
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HTTP' s existing data type model

Fuzzymodel,implicit in the spec:

¢ Resouice thingwhicha URL pointsto

e Variant: language-specifiecersionof resource

e ENtity: information(body+ headersin aresponse
e Message carriesentity or pieceshereof

Also, Entity tag:

e Assigned& sentby sener, storedin cacheentry
e Sentby clientin conditionalreques{revalidation)
e If matchescacheentrystill valid
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Messagegenerationpipeline

Assign entity tag here

Content—codings, Range

Resource — = Variant Entity Message

Selecting Transfer
headers codings

Thingsto note:
e Theresacyclein thepipeline

e ENtity tagis assigneadnanedgenotatanode
e Edgebetweenvariantandentityis notlabeled
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Problemswith existing model

Specificatiorof caching
¢ Whatdoesa cachestore?
— Not ary of: resourceyariant,entity, message

Partial results

e How to combinerangescompression?

e How to definedeltaencoding?

¢ Whendoesthesenerassigmanentity tag?

Thesearebothtoo complex to describenere!

WWW2002: Clarifying the Fundamentalef HTTP 100f 32



Mor e problemswith existing model

Headercatgorizations
e Whatheadergsana proxy cachemodify?
¢ How to make this extensible?

Protocolspecificatiorcompleity
e Lackof modularity
e Complex wording
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An Improved data type model

Key Idea:addonenew datatype:

Instance theentireresultof successfulhapplying
GETto agivenresourcesariantatagivenpointin
time. (Definedmoreformally in the paper)

Also add(optional)instancemanipulations
e May generatgartialresults

e E.9.,RangeselectionDeltaencodingcompression
e Add new IM andA-IM headerdor labeling
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Impr oved messag@enerationpipeline

Assign instance tag here

Resource —  w» Variant — = Instance — = Entity — = Message
Selecting Content— Range, Delta, Transfer
headers codings other instance codings
manipulations

Thingsto note:
e No cyclesin pipeline
e “Entity tags”arereally instancdags!

e Entity/instancdagis assignectanode
e All edgesarelabeled
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Why Is the new model better?

Cachingspecifications muchsimpler
e Cacheentriesstoreinstancegor partsthereof)
¢ “Entity tags”identify instances

Much cleanemandlingof partialresults
¢ Clientscanspecifyordering(usingA-1IM)
e Compositionwith compressioms well-defined

Headercataorizationamake sensgmostly)
e Many morecatgjoriesthanRFC2616(seepaper)
¢ Rulesfor, e.qg.,"end-to-end”ndrs(almost)trivial
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Accesanodel

Whatis an“accesanodel’for HTTP?
e Whatkindsof datacanbeaccessed
— E.g.,mutableor not?;side-efects?;iJdempotent?
e How datais accessed
— E.g.,GET, PUT, POSTDELETE
e Not an“access-control(protection) model

Mostimportantfor

¢ Non-humarmagentgrobots,automatealients)
e Intermediariegcachesproxies)
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Problemswith the accessnodel

Too muchis inferredthatshouldbe explicit:
¢ No access-modéhbeling,e.g.:
— Is It safeto replaytherequest?
— will therebeanew instancevaluein thefuture?
e No clearmappingto protocolrequirementsg.g.:
— canl doaPUTonthisresource?
— IS It safeto pipelinerequest®nthisresource?
e “Static” vs. “dynamic” inferredfrom "?': nonsense
— Falsebelief: implies“no-cache”and“no-replay”
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Fixing the accessnodel

Add labels
e Make everythingexplicit
e Neverrequireinferences

Labelsinclude
e “mutable’”,“side-efects”, “assignable”etc.
e Cost(s)ogenerateesponsdératherthan“dynamic”)

Attachlabelsto instancestesourcesmaybevariants?)
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Extensibility

HTTP hasonesimple,powerful extensionmechanism:
¢ “Ignore all headeryoudon't understand”

But lacksgoodsupportfor comple extensions:
e Do we bothagreeto usea givenextension?

e Do we agreewhatit mean8

e Doesentirepath(includingproxies)supportit?
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Extensibility problems

Consequenced currentshortcomingsnclude:
e SenersbasingtheirresponsesnUser-agent
e Javascriptthat“knows” whateachbrowsercando

Falled attemptsat solutionsinclude:

e OPTIONSmMethod
— no usefulsyntaxor semantics

o RFC2774'HTTP ExtensionFramevork”
— too comple

— stuckasan“experimental’RFC
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Why HTTP versionnumbersdon't help

HTTP messagemcludea versionnumber but:

e Too mary optionalfeaturesassociateavith version
o Many differentrevisionsfor eachversion

e Someproxieslie abouttheversionnumber

e Hop-by-hoponly; saysnothingaboutfull path
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What are the possiblesolutions?

How do we discorer extensions?
e Trial anderror

e Negotiate

e Declarecapabilities

How dowe nameextensions?
e Implicitly (trial anderror)
e Decentralizedndflexible (asin RFC2774)

e Centralizedandslow to change
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A proposedextensionmechanism

Choose:
e Declarecapabilitieqof every hop)
e Centralizechaming

UseRFCnumbersasextensionnames:

e Compactnon-ambiguousamespace

e RFCsareimmutable(by IETF rules)

e I[ETF requiresunambiguousneaningor RFCs

e Define“profile” RFCsfor compachamingof sets
e (Proposed99/7by J.CohenS.Lawrence& me)
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Outline
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Protocol support for userinterface
concems

Theory:

e clearboundarypetweerHT TP protocolandUI
o (afterall, someHTTP clientshave no Ul!)

Reality:
e seneré& clientneedto communicate@aboutUl state
e alreadysomespec.wordsre: securitystate
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Impr oving Ul support

Example:historymechanismgé‘back” & “forward”)
e Spec.distinguisheshesefrom caching
¢ But mostimplementation®lur thedistinction
e Forcesannging site-desigrglitches
— E.g.,“do notusethe back' button” warnings

— E.g.,no-store for “security” on sharedorowvsers

Betterapproachexplicit sener controlover Ul
e Separatérom cache-relateteatures
e E.g.,“preventthis pagefrom appearingn history”
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Relatedwork

Fielding& Taylor(2000,Intl. Conf. onSoftwareEng.)
¢ “Principled designof the modernWebarchitectue”
¢ |[dealizedmodelfor interactionsontheWeb

e Pointsoutsomeflawsin HTTP

¢ “Representationmodelblurstoo mary distinctions

Eastlale (2001, Internet-Draft)
¢ “Protocolversusdocumenpointsof view”
e Arguesagainsttakingjustoneof thesgoointsof view
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Mor erelatedwork

Baker (2001, Internet-Draft)

e “An abstiact modelfor HTTPresouce state”

e Effectively adataaccessnodelfor HTTP/1.1

e Improvesclarity withoutactuallychangingspec.

Several“HT TP Next Generation’efforts:
e Usuallyattemptdo redesigrHTTP from groundup
e Nonehave goneveryfar
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Futur e work

Datatype modelneeds:
e Testingonotherextensions
— e.g.,CDNs,coherentaching
e Morework on arcaneneadesspecificrules

Unfinishedbusiness:

¢ Variants(naming,semanticsandcaching)
e Extensiomrmodel(namingandsemantics)
e Transcodindandintermediariesn general)

Cleanupthespec,n general
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Messagedo take home

TheHTTP specneedssomecleanup:

e Leavetheprotocolalone,but fix the words

e EXxplicit, carefulmodelshelpwith rigor andclarity
e “Entity tags”arereally “instancetags”

e Think harderabouthow compositionof features

Eliminateambiguity:

e Neverrequireinference®r heuristics

e Addtaggingwherelt's necessary

e Extensionseedasimple,precisenamespace
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