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What’ swrongwith anonymization?

Replication,generality needto usemultiple traces

� Includingcorporations,ISPs,universities

Anonymizationisn’t goodenough:

� Leavestoomuchstuff out:
– Many experimentscannotuseanonymizedtraces

� Leavestoomuchstuff in:
– Many companieswon’t releaseanonymizedtraces

becausetoomuchinformationremains
– Anonymizerneedsto beverified(I’veseenerrors!)
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Solution: Move the codeto the data

Returnresults,notanonymizedinputs

Makecode-shippingawell-understoodpractice:

� Setexamplessothatcorporations,ISPswill acceptit
– Placecode& resultson InternetTraffic Archive

� Shippedcodemustbecheckable usesourcecode
– Encourageschecking& replicationof experiments

� Wouldbenefitfrom non-crappy standardlog format
– Don’t wantto reimplementcodefor eachtracesite
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UseCLF, go to jail

Problemswith CommonLog Formatandits relatives:

� Missinginformation(timestamps,durations,etc.)

� Lackof first-classsupportfor proxies,caches

� Hardto parse
– Crappy quotingmechanisms,timestampformats

Needed:well-defined,highly-detailedWeblog format

� Focusonexternalbehavior, not server internals

� Shouldbeextensible,self-describing
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I didn’t sayit would beeasy!

Debuggingshippedcodeis harder

� Usuallyrequiresahelperbehindthecurtain

SomeISPs,corporationswill still resist

� Researchersmustexplain thebenefits

� Will needsomeseriousproofsof safety

Deploymentof new log formatwill take time

� Incentivesfor commonalityhereareunclear

� Largesitesmorelikely to beusingtheirown code
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Somestuff that I want in Web traces

� Timestamps
– Fine-grainedandsynchronized
– For all protocolevents(e.g.conn.established,req.

received,resp.starts,resp.ends,conn.closed)

� Cache-relatedheaders:
– Cache-control,Expires,Last-Modifed,Etag
– If-Modified-Since,If-None-Match

� ConnectionIDs, encoding-relatedheaders

� Accurateerrors& sizes(includingfailedxfers)
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