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Abstract

This paper describes Passport’s current implementation but also notes significant upcoming Passport 2.0 features and upgrades.
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Introduction

Microsoft® Passport is an online user-authentication service. Passport lets a consumer create a single sign-in name and password for easy, secure access to all Passport-enabled Web sites and services. Passport-enabled sites (also called participating sites) rely on Passport to authenticate users rather than hosting and maintaining their own proprietary authentication systems. However, Passport does not authorize or deny a specific user’s access to individual participating sites; Web sites that implement Passport maintain control over permissions. 

Passport users can also store some personal information about themselves in secure “profiles” on Passport’s servers. When a Passport user registers at a participating site, this information can be shared with the site to speed registration. When the Passport user signs in at that site again, his Passport profile information can enable access to personalized accounts or services at that site.

Passport was initially released in 1999, and has been implemented by a fast-growing number of Web sites and services. It is Passport’s goal to provide the best Internet-wide user authentication system: a system that provides an optimal balance of security, privacy, flexibility, and usability. As of February 2001, there are over 130 million Passport accounts that can be used at any Passport-enabled site. 

Passport’s authentication features also make it a foundation service of Microsoft’s emerging .NET platform. The ability to identify and authenticate a unique Internet user, in order to connect that user securely to his or her information and Web services anywhere, using any Web device, is fundamental to the .NET goal of secure, distributed computing between the Internet and client environments. Passport will make it possible for different online sites and services to collaborate on the user’s behalf. For example, a Passport user could authorize Site A to share specific pieces of that user’s profile information with Sites B and C as needed, even when the user isn't present at Site A.

Passport and .NET will help users unlock the Internet’s full potential by letting them control their information and personalize their Web experience to an extent never before possible. And as a .NET foundation service, Passport will save businesses time and money by relieving developers of the need to build proprietary customer-authentication systems. Developers can concentrate instead on their sites’ own value-added features. 

Passport version 2.0 will be released in mid-2001. This paper describes Passport’s current implementation but also notes significant upcoming Passport 2.0 features and upgrades.

How Passport Works

Passport’s primary service is user authentication, referred to as the Passport single sign-in (SSI) service. Passport also offers two other optional services:

· Passport express purchase (EP), which lets users store credit card and billing/shipping address information in their optional Passport wallet profiles to expedite checkout at participating e-commerce sites. 

· Kids Passport, which lets children have their own Passports to access participating Kids Passport sites while giving parents control over what personally identifiable information their children can share with those sites.

The following sections describe how the Passport services work.

The Passport Single Sign-In Service 

The Passport SSI service provides user authentication that works securely across multiple sites while preserving the user’s privacy.

Passport Registration and Profile

Consumers create their Passport sign-in profiles the first time they register for a Passport. There are several ways to register:

· By opening an e-mail account on MSN® Hotmail.com or MSN.com. These are automatically registered as Passports.

· By registering at a Web site that uses Passport SSI (referred to in this paper as a “participating site”). Participating sites automatically redirect users to a cobranded, centrally hosted Passport registration page.

· By registering directly at http://www.Passport.com/.

By registering for a Passport, the consumer creates unique online authentication credentials valid at any Passport SSI-enabled site. In addition to individual user registrations, Passport 2.0 will enable an organization such as an application service provider (ASP) or Internet service provider (ISP) to create and administer Passports on behalf of its users. An ASP, for example, could offer Passport authentication as one of the services it provides to small businesses. An ISP may want to use Passport to authenticate all of its users. 

Passport requires the following information for registration:

· Sign-in name—This must be in the form of an e-mail address and must be unique. Any e-mail address can be a Passport sign-in name.

· Password—The user creates this to use with the sign-in name for authentication at all Passport SSI sites.

· General demographic information—Includes country/region, state (United States only), and ZIP Code (United States only).

The required information is stored in the user’s Passport sign-in profile. During registration the Passport participating site may ask for additional information, some of which can be added to the user’s Passport profile. In addition to the required fields, a Passport sign-in profile can contain:

· User’s first and last names

· Nickname

· Gender

· Date of birth

· Preferred language

· Time zone

· Occupation

· Secret question and answer (this enables Passport to verify users’ identities if they forget their passwords and need to reset them) 

· Opt-in preferences for sharing the user’s e-mail address and name with participating sites, and for enabling accessibility features

A user also has the option of creating a Passport “wallet” profile to store credit card information and billing/shipping addresses. This is discussed later, in the section titled “The Passport Express Purchase Service.” 

Passport also silently assigns the user a Passport Unique Identifier (PUID) at registration. This is a unique 64-bit identifier sent (encrypted) to Passport participating sites as the authentication credential when a Passport user signs in. Participating sites never receive users’ passwords.

Passport SSI Architecture

Passport supports authentication across multiple sites and services by hosting:

· A secure central database that contains users' authentication credentials

· The registration and sign-in/sign-out pages, which Passport participating sites can cobrand.

When a registered Passport user clicks the standard Passport sign-in scarab ([image: image1.png]Lazamart,
o




 ) on a Passport SSI participating site, a silent HTTP redirect displays the (cobranded) Passport sign-in page. Passport 2.0 will also allow participating sites to display the Passport sign-in “module” within their own pages, using JavaScript.

On the sign-in page, the user enters his or her Passport sign-in name and password. Passport authenticates the user, writes Passport cookies to the user’s browser, and provides encrypted authentication (a “ticket” containing the PUID) and Passport profile information to the participating site as parameters on the HTTP query string. A simple server-side COM object—called the Passport Manager—on the participating site decrypts the information, manages authentication and profile access, caches the user’s authentication and profile information in cookies on the user’s browser, and silently reverifies the cookies as the user moves from page to page at the site. The site may use information in the profile cookie to personalize the user’s experience in some way (for example, by displaying the user’s name or special offers targeted to the user’s demographics).

The site can specify the “freshness” of the authentication ticket by requesting that the user have entered his or her sign-in name and password within a site-specified time window. If the time window has expired, the site will display the cobranded Passport sign-in page and the user will be asked to reenter his or her sign-in name and password before proceeding.

Figure 1 shows the Passport SSI data flow after the user has signed in.
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Figure 1  Passport SSI Data Flow

There is no direct server-to-server communication of users’ authentication and profile information between Passport and participating sites. The information exchange occurs through the client's browser using HTTP redirects and cookies. However, the Passport Manager on the participating site's server does periodically download a centrally hosted configuration file; this is an XML document that contains current URLs for the Passport servers and the current Passport profile configuration (or “profile schema”).

After signing in at one Passport participating site, a user can sign in to others during the same Internet session simply by clicking the Passport sign-in link on each site. The HTTP redirects still occur, but Passport issues a set of encrypted cookies to enable silent, seamless reauthentication across sites. (However, participating sites do have the option of requiring the user to reenter sign-in name and password regardless of the user's authentication state, for added security.) 

Users can also choose to be signed in automatically by saving their Passport sign-in name and password on a given computer. This option keeps a consumer signed in to Passport at all times on that computer, even if the consumer disconnects from the Internet, closes the browser, or turns off the computer.

When a user signs out by clicking the Passport sign-out scarab ([image: image3.png]


) on a participating site, all Passport cookies from all of the sites visited during the browser session are deleted from the user’s computer. This is accomplished by means of HTML image tags and HTTP redirects. 

The Passport Express Purchase Service 

Passport express purchase (EP) makes online purchases faster and easier for Passport users by giving them the option of storing credit card and billing/shipping address information in the “wallet” portion of their Passport profiles. Users can then provide this information to Passport EP-enabled sites with a few clicks during checkout, rather than retyping it at each site or for each purchase.

To implement Passport EP, a participating site adds the following Passport EP button to its checkout page(s):

[image: image4.png]Passport
express purchase




Clicking this button redirects the Passport user over a secure HTTPS connection (using the secure sockets layer (SSL) protocol) to either:

· The Passport sign-in page (if the user is not already signed in to Passport), with a subsequent redirect to the Passport wallet profile page.

—or—

· The Passport wallet profile page (if the user is already signed in).

On the wallet profile page, the user can add new credit card or billing/shipping address information, or select from the information already stored there. After the user has selected or entered the card, billing address, and shipping address to use for the current transaction, those pieces of information are sent (using the HTTP POST method) over SSL back to the merchant using data field names compliant with the Electronic Commerce Modeling Language (ECML) standard. (ECML is a set of standardized data field names for exchanging commerce information between digital wallets and merchant Web sites.) The merchant then handles the information as if collecting it directly from the consumer and proceeds with the transaction.

Passport does not receive or track the purchase price or product information when processing Passport EP transactions. Also, Passport EP is not a credit card or debit card processing solution. Participating sites are still required to process the transaction directly or through a third-party service. In addition, while Passport uses a basic Luhn checksum to determine the validity of the credit card or debit card number provided by the consumer, it does not perform card authorization.

The Kids Passport Service

Kids Passport, which can be implemented with the Passport SSI service, helps parents and guardians protect their children's online privacy. It gives participating Web sites an easy way to comply with the Children's Online Privacy Protection Act (COPPA), which went into effect in April, 2000. COPPA requires that operators of online services or Web sites obtain parental consent prior to the collection, use, disclosure, or display of the personal information of children.

Many Web sites routinely collect personal information from visitors of all ages. Passport users can register children under age 13 for special Kids Passports that let parents and guardians control what information their children can share with participating Kids Passport Web sites, and what those sites can do with that information. Kids Passport lets parents and guardians make specific choices for each child and for each site in one convenient, centralized location.

Like a standard Passport sign-in profile, a Kids Passport profile can store “personally identifiable” information such as name, date of birth, and e-mail address that may be shared with Passport participating sites. When a child with a Kids Passport signs in at a participating site, Passport checks the birth date fields in the child’s profile. If the child is younger than 13, Passport checks the profile to determine whether the parent or guardian has granted consent for that site, and at what level. The following table explains these consent levels.

	Consent level
	Description

	Deny
	The site or service cannot collect personally identifiable information from the child. Many sites will not let children use their services if this option is chosen. 

	Limited
	The site or service can collect, store, and use the information it collects from the child, but it cannot disclose the information to a third party (individual or company) except as necessary to operate the site/service. 

	Full
	The site or service can collect, store, and use the information it collects from the child, and it can also disclose the information to a third party (individual or company).


If the child’s profile indicates that consent (at one of the three levels) has been granted for that site, the child is allowed to proceed at the site. If consent has not been granted, Passport displays a notification message that the child must request consent from a parent or guardian before proceeding at the site. 

Passport Technologies

As discussed in the section titled, “How Passport Works,” Passport uses standard Web technologies and techniques such as SSL, HTTP redirects, cookies, and JavaScript. Most Web sites that conduct e-commerce transactions or require user authentication are familiar with these technologies. 

Consumers do not have to download any Passport software. Passport is compatible with current browsers, such as Microsoft® Internet Explorer, Netscape Navigator, and America OnLine (AOL). 

Passport SSI (and Kids Passport) Technology

To implement the Passport SSI (and optional Kids Passport) service, participating sites must install the Passport Manager, a simple Common Object Model (COM) library that looks for and decrypts Passport cookies containing user-authentication and profile information.

The Microsoft Windows NT® Server version of Passport Manager is implemented as a dual-interfaced COM object. Passport SSI can also be implemented in UNIX; however, Passport is system code, not application code, and system code requires substantial expertise to implement in UNIX (due to the manual, non-GUI nature of system code implementation in UNIX). So as with any UNIX system code implementation, Web sites or services that want to implement Passport in UNIX will need an implementation team with good skills in UNIX system administration, systems programming, application programming, and Web development. 

Passport also recently introduced a new HTTP authentication protocol that uses Microsoft WinInet code (version 6.0, available in Microsoft Internet Explorer 6.0) in the client. This new protocol allows client applications to implement Passport authentication using a standard application programming interface (API) that integrates with client operating system features, provides a more standard (Win32®-based) interface to the user, and insulates client applications from future changes to the protocol.

In addition, Passport 2.0 will support Internet Explorer 6.0’s implementation of the Platform for Privacy Preferences Project (P3P) standard. P3P, developed by the World Wide Web Consortium, describes privacy policies in a machine-readable XML format. P3P-enabled browsers such as Internet Explorer 6.0 can "read" this XML privacy policy automatically and compare it to the user’s own privacy preferences, allowing the user to act accordingly. 

Passport Express Purchase Technology

Participating sites do not have to install any proprietary Passport software to implement the Passport EP service. Sites simply add the Passport EP button that redirects Passport users to the appropriate Passport-hosted pages, and accept ECML-compliant labels for e-commerce POST data. However, Passport EP sites do require a Passport Site ID, issued by Passport. The Site ID and a return URL must be included in any request to the EP site access pages on the Passport wallet server.

Cobranding

Most Passport-hosted pages (registration, sign-in, sign-out, and wallet profile) can be cobranded by participating sites, so that consumers experience a seamless process when interacting with Passport. 

Passport participating sites can control certain areas of each cobranded page, including locations for logos and blocks of text. Figure 2 shows an example of a cobranded Passport sign-in page.
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Figure 2  Cobranded Passport Sign-In Page
Using Passport-supplied templates, participating sites can simply add their logos to these pages or implement more extensive cobranding (for example, cobranding customized for different entry points from within the site). Administration and management of the cobranding templates is very easy. The participating site hosts all of the content and can add, update, or modify the content at will. When the site redirects users to the Passport-hosted pages, the participating site simply specifies (through query string parameters) which template to use, and the Passport pages are rendered with the relevant information from the participating site’s servers using client-side JavaScript.

Passport and Mobile Devices

Passport 2.0 will support a variety of mobile devices, including telephones that support wireless application protocol (WAP), HDML, i-mode (in Japan), or Microsoft Mobile Explorer (MME), as well as Stinger-based smart phones and Microsoft PocketPCs. This will allow mobile Web sites to use Passport to authenticate their users. 

To minimize the difficulty of typing an e-mail address and alphanumeric password on a telephone, Passport on phones offers the following features:

· Allowing users to use their mobile phone numbers and numeric PINs to sign in. 

· Automatically keeping users signed in across browser sessions.

· Providing a shortcut for the majority of current Passport users that lets them avoid typing “@hotmail.com” or “@msn.com” to sign in. 

Scalability and Reliability

Passport is a world-class service designed to support hundreds of millions of consumers and thousands of high-volume participating sites reliably. With over 130 million Passport accounts already created, the architecture, implementation, and operations infrastructures are engineered to deliver the reliability and scale demanded of a mission-critical service.

Passport Security

Because Passport is itself a primary component of participating sites’ security—by providing strong authentication of site users—Passport’s own security is critical to its continued success. Passport security involves three key elements: 

· Passport databases and data centers

· Exchange and management of Passport data between the data center, participating sites, and users’ computers

· Passport user behavior

Database and Data Center Security

The Passport databases are not directly accessible from the Internet. Sensitive data such as passwords, secret questions and answers, and credit card information is encrypted in the database using the Triple DES algorithm: the data is triple-encrypted using three successive 56-bit keys. The data centers are in secure buildings under constant monitoring. Administrative access to the databases is restricted to Passport Operations personnel, and Passport maintains detailed database and security audit logs.

Data Exchange and Management Security

When a user signs in to Passport, the e-mail address and password are transmitted over the Internet to the Passport login server using the Secure Sockets Layer (SSL) protocol.

· For the Passport SSI service, Passport sends the user’s authentication and profile information—which includes the PUID, not the password—to the participating site using Triple DES with a unique encryption key for each site.

· For the Passport EP service, users send credit card and billing/shipping address information to EP sites using the SSL protocol. The site receives only the credit card and address(es) that the user selects for that purchase, not all of the user’s Passport “wallet” profile information.

Passport cookies are encrypted. When the user signs out of Passport, all Passport cookies for all participating sites are deleted from the computer. The cookies also expire at the end of short time windows specified by Passport or the participating site. If the user does not reenter the password after the time window has expired, access to the Passport profile is denied. Access to a user's Passport wallet information has a particularly short time window (a few minutes); this minimizes the possibility that someone else can access the Passport wallet profile if the user forgets to sign out of Passport.

Passport User Behavior

Measures such as time-sensitive cookies and strong encryption go a long way toward making Passport secure. But Passport users must also take some routine precautions—as they would with any online service—to help keep their information secure. For example, users should not leave their computers unattended while signed in to Passport or any other Web service, and should not choose the “sign me in to Passport automatically” option when using a shared computer. 

Future Passport Security Measures

Passport’s new HTTP authentication protocol (discussed in the "Passport Technologies" section), which uses Microsoft WinInet code in the client, is an initial step toward standards-based authentication. This protocol will evolve (in an application-transparent manner) to support Kerberos-based authentication. The Kerberos protocol lets a client prove its identity to a server (and vice versa) across a nonsecure network connection, and then encrypt all client-server communications to ensure privacy and data integrity.

Passport 2.0 will also support other kinds of authentication credentials, such as PINs and telephone numbers. This will make Passport easy to use on mobile phones and other wireless devices, and enable SSI-enabled sites to offer additional levels of secure sign-in beyond just sign-in name and password.

Passport Privacy

In the context of the Internet, "privacy" typically means the collection and use of Internet users’ personal information—specifically, information unique to each user. This typically includes name, e-mail address, and home address, as opposed to relatively anonymous demographic information such as country, gender, and Web service preferences. Many Web sites collect personal information about their customers in order to personalize each customer’s experience in some way (for example, by setting up individual accounts).

Privacy and User Consent

Passport is designed to provide the users real control over their personal information while also allowing participating sites to control as much of the user experience as possible. Passport implements two privacy consent mechanisms:

· Implicit consent— After clicking the Passport sign-in scarab at a Passport SSI participating site, the user is authenticated and his or her sign-in profile is shared with the site. Clicking the scarab indicates consent to share this information. Currently, to avoid sharing profile information, users can simply visit the site without signing in to Passport. Passport 2.0 will give users more flexibility in choosing which specific pieces of profile information to share with participating sites. 

· Explicit consent—Given the more sensitive nature of credit card and address information, Passport users are required to give explicit consent—by clicking the Passport EP button—to share that information with Passport EP sites.
All Passport participating sites must have a posted privacy statement that is available by means of a direct link from their home page. In addition, all U.S.-based sites are encouraged to register with an independent, industry-recognized, privacy-assurance body such as TRUSTe or BBBOnline (the online division of the Better Business Bureau).

Microsoft has been a champion of Internet privacy standards and privacy organizations for many years. More recently, Microsoft became a member of BBBOnline’s Board of Directors and helped spearhead the global Online Privacy Alliance, a coalition of more than 60 global corporations and organizations working to promote consumer privacy online. Microsoft continues to work closely with government and consumer privacy groups worldwide.

Privacy and Passport Data Usage

Passport does not “mine” customer data. Passport’s contracts with participating sites, as well as the Passport architecture itself, prevent Passport from collecting either “clickstream” data about user sessions at participating sites or purchase-related data from Passport EP transactions. And Passport never shares information about individual users with non-Passport sites or services. Passport may, however, report average age, gender, and other aggregate membership statistics to participating sites. These reports do not include personal information that identifies individual users.

Regarding participating sites, Passport does not use any data captured in running the service to give one participating site an advantage over another. Passport does not knowingly disclose or report any statistics in any manner that identifies the information as relating to a specific participating site. And Passport does not use Passport user data in connection with any direct marketing of products or services that compete with similar offerings of Passport participating sites.

Passport Benefits

This section enumerates the benefits of Passport, both to consumers and to businesses that implement the technology on their sites.

For Consumers

Because all Passport profiles are stored on secure Passport servers, Passport users can:

· Use a single sign-in name and password at all Passport-enabled sites and services.

· Store frequently requested personal information in their Passport profiles to avoid having to retype it at each site. 

· Take advantage of Passport’s optional wallet feature to make fast, secure online purchases at Passport express purchase (EP) sites.

· Help protect their children’s online privacy by controlling what information their children share with participating Passport sites.

By centralizing the user’s information, Passport links the information to the user, not to a specific computer or Web access device. Passport users can access their Passport sites and services from any Web-enabled computer. (Passport 2.0 will enable access from a variety of mobile devices.) Still, only the user can access and edit his profile; the unique sign-in name and password that are part of each profile are never shared with anyone, not even with participating sites or services. Users control which sites they share their Passport profile information with, and Passport sites are required to have privacy policies that disclose how they use that information.

For Businesses

By making the Internet easier to use and more secure for consumers, Passport can help online businesses increase customer loyalty and revenues and lower their site development costs. Passport currently offers online businesses more than 130 million Passport accounts.

Sites and services that implement Passport can provide their users with a personalized experience without the burden of repetitive registrations and forgotten passwords. A Passport participating site can use the user’s profile information, as well as proprietary information in the site’s own database mapped to the user’s PUID, to offer the user a customized Web experience through personalized content, special features, and targeted advertising.

Sites that also implement Passport EP can reduce potential shopping cart abandonment by letting Passport users complete checkout securely with a few clicks. A recent survey found that as many as 78% of online shoppers abandon online shopping carts, and 32% abandon them upon having to enter billing and shipping information. (Source: "78 Percent of Online Buyers Abandon Shopping Carts According to Bizrate.com Survey." BizRate.com press release. October 23, 2000. Available http://www.bizrate.com/content/press/release.xpml?rel=88.) Passport users can store credit card and billing/shipping address information in their profiles and send it to Passport EP sites instantly, over a secure connection. 

Implementing Passport

Passport offers comprehensive developer and technical support resources to help Web sites/services implement the Passport services. For more information on licensing and implementing Passport, visit http://www.passport.com/business/.

Appendix A: Glossary of Technology Terms

The Passport services use standard Web technologies and techniques such as cookies, HTTP redirects, and secure sockets layer (SSL) that are supported on nearly all current browsers. This appendix provides brief overviews of these core technologies.

Cookies
A cookie is a small text file that a site’s Web server stores on a user’s browser. Each time the user requests a Web page from that site, the browser sends the cookie back to the server with the page request. The cookie contains information provided to the site by the user, typically during registration, that identifies the user to the site and enables the site to personalize the user’s experience (for example, by displaying the user’s name on its Web pages).

The Passport service uses encrypted cookies to store the user’s authentication credentials and profile information securely on the browser. This enables the user to sign in and access personal pages at any Passport site during a browser session. When the user signs out of Passport, all Passport cookies are deleted from the computer. If a user disables the browser’s cookie feature, the Passport service will not be available on that computer.

HTTP Redirects
Web browsers, such as Microsoft Internet Explorer and Netscape Navigator, request documents from Web servers by means of hypertext transfer protocol (HTTP). For example, a user goes to a URL (a Web address, such as "http://www.microsoft.com/hello.asp") by typing the URL in the address box or by clicking a link. The browser finds and connects to the computer "www.microsoft.com" using the HTTP protocol and requests the document (in this example, "hello.asp"). 

An HTTP "redirect" enables the Web server to tell the browser to retrieve a different document instead (for example, "greetings.asp"). The redirection is transparent to the user. By using the consumer's browser as an intermediary to pass query string data between different sites—such as between Passport.com and participating Web sites—HTTP redirects enable sites to communicate with one another without direct connections between the sites’ servers. 

GET and POST
The GET method is used with HTTP redirects to pass data between Web servers by packaging the data and appending it to the URL. For example, if a user goes to "http://www.altavista.com/search.asp" and types "passport" in the Search box, the browser would retrieve "http://www.altavista.com/search.asp?search=passport" from the server. The main limitation of the GET method is the size of the data that can be passed in the URL. In conventional browsers and proxy servers, the accepted upper limit is 1,024 characters. More important, GET methods are applicable to hyperlinks or image references.

The POST method is similar to the GET method, except that the data is sent after the request for the document. As a result, there is no practical limitation to the amount of data that can be sent, as long as the server is willing to accept it. POST methods cannot be used with redirects because many browsers do not carry the POST data to the destination server.

Secure Sockets Layer
Secure Sockets Layer (SSL) is a security protocol that provides data encryption, server authentication, and message integrity for a connection to the Internet. Most current Web browsers support SSL, and many Web sites and services—including Passport—use this protocol when transmitting and receiving confidential user information (for example, passwords or credit card numbers). By convention, addresses of Web pages that require an SSL connection begin with https: instead of http:.

JavaScript 
JavaScript is a Web scripting language that can interact with HTML code to make Web pages more robust and dynamic by adding application logic to them. Almost all current browsers support JavaScript. Passport uses JavaScript to make certain transactions more efficient (because they require fewer redirects), and also to enable cobranding for participating sites on most centralized Web pages.
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