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ABSTRACT

The simplicity of HTTP was a major factorin the succesf the
Weh However, as both the protocd and its useshave evolved,
HTTP hasgrown complex. This compleity resultsin numerows

problems,including confusedimplementorsjnteroperabilityfail-

ures, difficulty in extendingthe protocol,anda long specification
without muchdocumentedrationale.

Many of the problemswith HTTP canbe tracedto unforturate
choicesaboutfundametal definitionsandmodels.This paperana-
lyzesthe current(HTTP/1.1) protocoldesign,shaving how it fails
in certaincasesand how to improve thesefundamatals. Some
problemswith HTTP canbe fixed simply by adoptingnen models
and terminology allowing us to think more clearly aboutimple-
mentationsand extensions. Other problemsrequire explicit (but
compdible) protocolchanges.

Categoriesand Subject Descriptors

C.2.2 [Computer-communication Networks]: Network Proto-
cols—Applications

General Terms
Design

Keywords
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1. INTRODUCTION

HTTP appeardo be a very simple protocol, andits simplicity
was a major factorin the succesof the Weh We have learned,
however, that HTTP is more complec thanit first looked. Partly,
this is becausethe actual compleity increasedas the protocol
evolved; partly, becausethe ernvironmentin which HTTP is ap-
plied hasbecone more comple (especiallywith the introduction
of intermediariesuchascaches)andpartly, becausehe protocol
alwayswasmorecomplicatedhanit seemed.

The complity of HTTP causesmary problems,not the least
of which is a lengthy (176-pag) specificationwithout much ex-
plicit rationalefor the designdecisions.As a result,mary imple-
mentorshave beenunableto understandhow to combinefeatures
in ways not specificallyaddresse in the document. The natural
consegience®f this confusionareinteroperabilityfailures limited
suppat for usefulbut subtlefeaturesandrepetitive discussion®n
mailing lists.
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Albert Einsteinis suppsedto have said “Everything should
be assimple as possible,but not simpler”[8]. Protocoldesigrers
shouldkeepthis in mind; decisionsto leave thingsout of a proto-
col, in searchof apparensimplicity, cancreateactualcomplexity
aspeopletry to bendthe protocolto solve hardproblems.Much of
thecompleity of HTTP/1.1stemsnot from thelengthof its speci-
fication,but ratherwhatwasleft unsaid.

We cantracemary of the problemswith HTTP to what,in hind-
sight, were incompetely consideed choicesabou fundamental
definitionsand models. The deepestproblemslie with the pro-
tocol’s lack of a cleanunderlyingdatamodel,but HTTP/L.1 also
failedto resole significantproblemswith extensibility. In partic-
ular, HTTP forcesimplementationgo infer certainpiecesof infor-
mationthatshouldandcould be explicit in the protocolmessages.
Inferenceis seldoma goodmechanisnio ensurereliableinteroper
ation, andpreventscertainusefulextensionshecausemplementa-
tionsdepem on behaior not actuallydefinedin the specification.

In this paper | analyze certain fundamentalsof the current
(HTTP/1.1)protocoldesign,to shav whereandhow it fails. | also
suggessomewaysto fix boththe protocolandthe underlyingcon-
cepts.While someof the problemswith HTTP do requireexplicit
(but compatible)protocol changes, otherscan be fixed simply by
adoptingnew modelsandterminology This shouldallow us to
think moreclearlyabouthow to implementor extendthe protocol.

1.1 Why Write This Paper, and Why Now?

For aboutsix years,l have beeninvolved in the processof de-
signingthe HTTP/1.1revision of the protocd[10], particularlythe
aspectselatedto caching aswell asseveral subseqantextensiors
intendedto improve the utility of HTTP caches.Thesedesignef-
forts have oftenbeendifficult becauséHTTP lacksa clearandcon-
sistentdatatype modelfor the primitive structuresof the protocol
itself.

It is quite unlikely that theseconceptub problemscould have
beenaddresse, or evenforeseenwhenHTTP wasfirst designel.
The protocolandits useshave co-evolved, in wayswhich theorig-
inal designes could not have predicted.But with several yearsof
deploymentexperiencewith the Web,we cannow seemary prob-
lemsquiteclearly.

However, we have learnedfrom the slow transition between
HTTP/1.0and HTTPA.1[20] just how difficult it could be to re-
place HTTP with a new protocol. HTTP is the protocol that we
have, andit would be pointlessto propcsetossingit out andstart-
ing over.

Thegoalsof this paperthen,are:

e Start with the existingHTTP protocol Theinstalledbaseof
HTTP systemsamustconstrainary propcsals.

o |dentify the problems From our experien@ with HTTP, we



canrecognizesetsof relatedproblemswith thecurrentmodels.

e Get the conceptscrisp and right: Provide a commonterm-
inology that both reflectsreality and allows for unamhbguous
interpretations.

e Createguidancefor: (1) Implementatiordecisionswherethe
existing specificationis ambiguos; (2) future extensionsto
HTTP; and(3) designer®f futurenew protocolswho canlearn
fromthe HTTP experience.

e Judiciously suggestnew tagging mechanismsto add to
HTTP: Almostall of the problemsidentifiedin this papercan
be addresseé by providing explicit informationin the protocol,
insteadof forcing implementationgo guess.

It may seemparadoxcal to try to changethe definitionsandeven

the specificatiorof HTTP without makingchangeghatareincom-

patiblewith theinstalledbase.However, in mary caseghe “miss-

ing” aspect®f thespecificatiorareinescapaly implied by thelog-

ical consegiencef whatis alreadythere. Our taskis thusto un-

earththeseconsegences ratherthanto invent new specification
detailsfrom scratch.

1.2 The Particular Importance of Caching

HTTPis anetwork protocol,but it is alsothebasisof alargeand
comple distributedsystem.HTTP hasclients,seners,intermedi-
aterelays(“proxies”), andthe possibility of cachesatall points. It
canbe difficult to designthe cachingmechanismsn a distributed
system,especiallyif onehopesto make the caches'semantically
transpareti (thatis, cachingshouldbeinvisible to theendsystems
exceptfor its effect on performane).

HTTP acquiredits cachingmechanismsy accretion. The first
mechaisms quickly supportedsignificant benefitsfrom simple
cacheimplementationshut also opered the door for an array of
confusng featureinteractions. During the HTTP/1.1 designpro-
cess, this lead to a debatebetweenpeoplewho viewed aggres-
sive cachingasvitally importantto the healthof the Internet,and
peope who viewed it aspotentiallydangeros to the semantian-
tegrity of theWeh In fact,it shouldbe possibleto designa caching
systemthat guarantes semantictranspareng to Web interactions
while still eliminating nearly all truly excesscosts. But, this re-
quiresa morerigorously definedcachirg designthanhasevolved
for HTTP. Our failure to getthat designright is largely a conse-
querce of a concepual faultline betweert‘protocol designers’and
“distributed systemdesigners$, anda failure to meld the expertise
of bothcamps.Mostof thetopicsdiscussedh this paperultimately
reflecta needfor cleardefinitionsand explicit information,in or-
derto suppat safe,aggressie caching.Ambiguity is theenemyof
caching becausat forcesthe useof inferenceswhich reduces the
oppatunitiesfor truly safecachingandmalkesit nearlyimpossible
to compaseindepadentlydevelopedcachingdesigns.

2. HTTP’S EXISTING DATA TYPE MODEL

Analysisof a data-orientegrotocolsuchasHTTP shouldstart
with anunderstanithg of the protocd’ s datatype model. By this, |
meanthe variousdatatypeson which the protocol operates.This
paperis concerne with the datatypesactedon andinterpretedoy
theprotocol,andnot with thehigher-level typesthataretransported
via HTTP, but which areopaque to the protocd itself.

2.1 Resouices

HTTP requestaiwaysspecifya URI (Uniform Resourcddenti-
fier). Thus,every HTTP requestepresentsin attemptedbperation
on atleastone“resource, andevery HTTP respons messageon-

veys somethingaboutthe resultof thatattempt. The HTTP speci-
fication’s definition of the term “resource”is circular (“A network
dataobjector servicethatcanbeidentifiedby a URI”, but “[URIS]

aresimply formattedstringswhichidentify ... aresource”) aprob-
lemfor someoneelseto unravel.

To supportfeaturessuchas multilingual documents,an HTTP
resourcemay have multiple “variants. Eachvariantof a givenre-
sourceis expectedo representhe sameconcepualthing, but (e.g.)
theFrenchandChineseversionsof adocument mighthave nothing
visibly in common.The Request-URIs not sufficient to identify a
uniquevariant; otherrequestheadeffields called “selectinghead-
ers”(e.g.,Accept-Languag) mightbeinvolved. (It is corveniert to
treatanurvarying resourceashaving exactly one“variant!) Vari-
antsintroducetheir own setof problems,later briefly coveredin
section7.1.

2.2 Messages

An HTTP messageonsistsof protocol-visibleheadeirinforma-
tion, followed by anoptionalbody (an opaque sequene of bytes).
Thebodyof anHTTP messagéasoneof thesehigherlevel types,
describedby an orthogona “contert-type” systemthat HTTP in-
heritedfrom MIME[12]. TheHTTP messagé&eadersan(should)
corvey application-leel content-typetagsfor this body, suchas
“image/jpag” or “text/html”, but HTTP per se doesnot concernit-
self with theinterpretatiorof conten-types.

2.3 Entities and Entity Tags

Relatvely earlyin its history, theHT TP protocd adogedanum-
ber of conceptsfrom MIME (Multipurpose InternetMail Exten-
sions)[12].In particular MIME usestheterm*“entity” to referto

[the] MIME-defined headerfields and contentsof either a
messager oneof the partsin the body of a multipartentity.
The specificatiorof suchentitiesis the essencef MIME.

HTTP adoptedhetermanddefinesit similarly, as

The information transferredas the payloadof a requestor
resporse. An entity consistsof metainformatiorin the form
of entity-headeffields and contentin the form of an entity-

body ...

For compaison, a dictionary definition for “entity” is “something
thathasseparat@anddistinctexistenceandobjective or concepual
reality”[23].

HTTPA.1 introducel “entity tags; usedto validate cacheen-
tries. The sener generatesntity tags, which are stringswhose
contentis opaqieto the client. The sener may sendan entity tag
in aresporse. Later, a client wishingto validatea cacheentry for
this resporse (that is, to checkwhetherthe cacheentry is coher
entwith whatthe sener would sendin responseo a new request)
simply returnsthis entity tag string to the sener. If it matcheshe
currententity-tag,thenthe sener canrespondwith a “Not Modi-
fied” messagénsteadof sendingthe entireentity.

3. PROBLEMS WITH THE CURRENT
MODEL

Considertheresultof the simplestHTTP operationa GETon a
URI with exactly one“variant! Whatis thedatatype of theresult?
Isit anentity?

The problemwith the attemptedanalogybetweenMIME mes-
sagesand HTTP datatypesis thatit assumeghe messagés the
centralconcern

In MIME, anemail protocol,the messagés indeedcentral.Ev-
ery MIME entity (email messagejs fully containedwithin a sin-



gle SMTP-layermessage Further in an email system,the entity
(emailmessagejruly is “somethingthat hasseparatanddistinct
existence”:theemailmessageactuallyleavesthesendeandtravels
to therecever.

In HTTPR, however, resourcesare central,and messagesare not
nearlyascentralasthey arein MIME. For onething, theresource
(uponwhichthe HTTP requesbperatesiloesnotitself travel from
senerto client. Thisis especiallytrue of dynamic resourcessuch
asCGil scriptsor databas@uerysystems.Also, HTTP allows the
transmissionof subrang of the bytesof a result, or of just the
metainformatiorwithout the associatedody, so the resultmight
spanseveral HTTP-layer messagesTherefore, what HTTP calls
anentity cannotbe saidto have a separatanddistinctexistence;t
is merelyan ephemeraland perhays partial, representationf one
aspecbf aresource

HTTP thereforehasreasonhly well-definedtermsandconcets
for resourceandmessagedyut no clearlydefinedtermto describe
the resultof applying an operationto a resource.In otherwords,
whatdo we call “the resultof successfullyapplyinga simpleHTTP
GET requesto agivenresourcevariantata givenpointin time”?

This could appearto be merelya quibbleabou terminology In
fact,however, thelack of suchaterm,andthe failureto recogrize
theimportanceof theconcepthasledto anumberof difficult prob-
lems. | will discussthreein detail: how to specifyHTTP caching,
how to consistentlydealwith partial results,andhow to cateyorize
HTTP headeffields.

3.1 How to SpecifyHTTP Caching

WhatdoesanHTTP cachestore?This mightseento beatrivial
question but a clear answer(or the lack of clear answer)hasa
profound effect on how to specifyandimplementHTTP caches.

There are somethings that clearly arent storedby an HTTP
cache. A cachedoesnot storethe actual requestedresource”
resourcezhemselesdo not transitthe network (think of a stock-
quoteresourcefor example).

Neither does a cachestore “objects” in the senseof object-
orientedprogrammingwhile HTTP suppats multiple methodsap-
plied to mary resourcesHTTP cache cancurrentlyonly respond
to GET methods.

And clearly a cachecannot,in geneal, storea Web “page” or
“document; sincetheseareoftencompogtesof multiple resources
with differing cachalility properties.

During the designof HTTP/1.1, we debatedwhetherHTTP
cachesstored“resporses”or “values. Most otherkinds of com-
puter cache storevalues;for example,a CPU cacheentry might
storethevalueof amemoryline, anda file cachepagemight store
the value of a disk block. But an HTTP resourcemight respond
differently to differentrequestssoit washardto definewhat the
“value” of aresources.

Instead HTTP cachesarecurrentlydefinedasstoring“resporse
message’$ In otherwords,an HTTP cacheentry doesnot store
what a resourceis; it storeswhat the resourcesays. As a re-
sult, it is difficult to define preciselywhat an HTTP cachemust
doin mary circumstancessincethe sameresourcecould saytwo
differentthings in resporse to two apparetly identical requests.
HTTP/1.lincludesa mechanism(the Vary header)which allows
a sener to tell a cachethe “selectingheaders” thatthe resultof a
requestdepend on, in additionto the Request-URIHowever, the
Vary mechaism cannotdeal with even fairly simple generaliza-
tions,oftenrequiringafallbackto non-cating operation.

The lack of a clearformal specificationfor cachingcausesm-
plementorsto make guessesbasedon fuzzy ideasof what is
“good” (e.g., minimizing network traffic). This leadsto non-

interoperability becausecontert providers cannot predict what
cachedlo.

As anaside we alsolack consistentrigorousshareddefinitions
for termssuchas“cachehit” and“cachemiss” asappliedto HTTP.
In traditional(CPUor file system)cachesareferencds simply ei-
thera hit or amiss,but becauséHTTP allows condtional requests
(e.g.,usingthelf-Modified-Sinceheader)we have the potentialfor
anin-betweercase:the cachecanrot satisfyarequestvithout con-
tactingtheorigin sener, but we mightstill beableto avoid transfer
ring aresponséody And becaseHTTP cacheslo notguararee
coheremy, a “hit” might or might not yield the right answer No-
bodyasyethasproposed standardaxonomyof HTTP cachehits
and misses althoughmary papershave describedprivate, partial
taxononies(Dilley givesoneof thebest[5]).

3.2 ConsistentHandling of Partial Results

HTTP originally assumedhata resultwould be carriedin asin-
gleresponsenessageHTTP/1.1 however, introducedhepossibil-
ity for aclientto request partialresult(or “rang€’), thusallowing
a full resultto be transmittedusing a seriesof messageslit also
recognizel the possibilitythata client might never wantmorethan
asubsebf theentireresult(e.g.,achapterfrom a PDF)file, andso
might plausiblycachea partialresult.

The entity-baseddata model, unfortunately doesnot entirely
suppat partialresults.

For example, considera cachethat alreadystoresthe first half
of aresult. Whenthe secoml half of the resultarrives, we would
like the cacheto unite the two halvesinto a single cacheentry
But this entry could no longerbetreatedascontainingary specific
“respong” sentby the sener, sothe caches-ste-responsesiew
becomesuntenable.In fact,the HTTP/1.1 specificatiorhadto in-
cludespecialrulesfor composingnultiple responseto one.

The creationof a cacheentry by combiningmultiple responss
introduceghe possibility of erroneousaissemblysowe would like
ameansto checkend-to-endntegrity for the entireresult. HTTP
definesa Content-MD5header inheritedfrom MIME, which car
ries a digestof the entity (messagepody But this is uselesdor
checkingtheintegrity of aresultassembledrom partialresporses,
becauseachdigestonly coversasinglepart.

The situationbecomesamore complex when combiningranges
with compression. HTTP/1.1 allows compressioneither as an
end-to-endcontert-coding; or asa hop-by-top “transfercoding’
Generally the end-to-endapprachis more efficient. The speci-
fication definesa content-cothg asa transformatioron an entity;
thatis, boththeinputandoutput is of type “entity.”

Supposeaclientrequessbothacompressiomonteri-codingand
a byte range(e.g.,bytes1-1000). In whatordershouldthe sener
performthe byte-rangeselectionandthe compression(which pre-
sumablychangeghe byte numkering)? The specificatiordoesnot
explicitly resolhe this ambiguity However, thereis animplicit rea-
sonwhy the compressia cannotbe dore afterthe rangeselection:
therewould thenbe no way to consistentlychoosethe point where
theentity tag (seesection2.3)is assigned.

We candeducethis pointfrom two constraints:

1. An entity tag mustbe assignedcbeforethe rangeselection.
Otherwisea client trying to assemble full resultfrom two
or moreranges(in multiple messagesgould not matchthe
entity tagsto testcachecohereng.

2. Thespecificatiormustallow anentitytagto beassignedifter
theapplicationof acontent-coéhg, becaseit alreadyallows
the sener to storeits datain a pre-encodd form (andthus
to requirethe entity tag to be assignedprior to ary content
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Figurel: HTTP messa@g generationpipelines: (a) old model, (b) new model

codingwould malke all existing senersnon-compliant).

Sincethe entity tag mustbe assignedprior to rangeselectionbut
afterthe applicationof content-cothg, rangeselectioncannd pre-
cedeconten-coding. Otherwise ,we would have to acceptincon-
sistentrules abou whento assignthe entity tag. (This chain of
logic senes asan exampleof a point madein sectionl.1: some
of theincompetely specifiedaspectof HTTP may be deducedas
necessy conseuence®f the existing specification.)

Now considerthe extensionof HTTP to support “delta encod-
ing”, in which the sener transmitsthe differencesbetweenthe
client’s cacheentry andwhatthe sener would currentlyreturnfor
afull response[Z]. Whenwefirst tried to definethis extension[5]
we though deltaencodingshouldbe treatedasjust anotherform
of content-coding sinceit resemblescompressia. But it more
closely resemblesangeselection,in thatit transmitspartial con-
tent that mustbe combinedwith an existing cacheentry. Trying
to treatdeltaencodingasa content-codig turnedout to createex-
tremely comple rulesfor handing entity tagsand cacheentries.
We alsofoundit difficult to definehow a client could askfor delta
encodng, rangesandcompressiorin variousorders.

OtherproposedHTTP extensionssuchasrsync[3] andcache-
basedcompation[4], sharethedefinitionalproblemdirst seenwith
deltaencodng.

We canvisualizethe situationby depictingthe HTTP message
generationmodel as a pipeline, as shovn in figure 1(a). In this
figure, datatypegqbold-faced terms)are transformedvia process-
ing steps(arravs) suchasvariantselection applicationof content-
codings, rangeselectiongtc. Thefigureshawvs thatthe sener must
assignan entity tag at a point not associatedvith a specificstage
in the pipeline. Themodelincludesa cycle, whereanentity canbe
both input and outputfor eitherrangeselectionor the application
of content-coéhgs. This cycle is what leadsto the apparehneed
for comple rulesto definehow deltaencaling works.

Thessituationwith content-codingis furthercomplicatedby the
pragmaticdistinction betweenon-the-fly encoding in which the
sener appliesa conteri-coding at the momentit transmitsa nor-
mally unencaled resource,and as-storecencodng, in which the
native (on-disk)form of a resourceis alreadycompresseé. HTTP
treatsboth of thesecasesidentically, yet a naively-implemened

sener might apply rangeselectionbeforeon-the-flyencodingbut
not beforeas-stored&ncodng.

3.3 Categorization of Headers

The HTTP/1.1 specification distinguishesbetween “general
headers.. which do notapplyto theentity beingtransferred’{e.g.,
Cache-ControlDate), “resporse headers... additionalinforma-
tion aboutthe responsé (e.g.,ETag, Age), and“entity headers..
metainformationaboutthe entity-body or, if no body is present,
aboutthe resourcddentified by the request”(e.g.,Expires). Note
that“Cache-catrol: max-age”"andExpiresare cateyorizeddiffer-
ently, eventhoudh they have essentiallythe samefunction. There
is alsoa confusionherebetweerbodiesandresources- bodiesex-
pire, but resourceslon't.

Thespecificationalsolumpsall extensionheadergthatis, head-
ers that might be definedin the future) as entity headers,even
though plausibleextensionscould introducenew headerghat, as
with existing generalheaders,'do not apply to the entity being
transferred.

Theseflaws in the specificatiomot only canconfuseémplemen-
tors; they alsolimit extensibility, sincea proxy might not prop-
erly hande an extensionheaderthatit cannotcorrectlycharacter
ize. Extensiondesigrersmustconside how naie or pre-&isting
proxiesandcachesmight confound a proposel extensiondesign.

3.4 Summary of the Problems

ThecurrentHTTP modd leavescachinghardto specify malkesit
difficult to cleanlyclassifyHT TP headersleadsto confuson about
whento assignentity tags,and makesit very difficult to consis-
tently dealwith both partialresultsandcompression

The compleities and ambiguitiesof the model createtrapsfor
unwaryimplementorandfor desigrersof new protocd extensions.

4. A BETTER DATA TYPE MODEL

All of theseproblemscanbe solvedby addingonenew datatype
to theHTTP model,which | have calledthe “instance™:

The entity that would be returnedin a full resporseto a
GET requestat the currenttime, for the selectedvariantof
the specifiedresourcewith the applicationof zeroor more



content-codigs, but without the applicationof ary instance
manipulations.

In this revisedmodel,the input to a content-cothg transformation
is the selectedvariantof the requestedesource andthe outputis
aninstance (It is convenientto treatthe no-cantent-codingcaseas
theapplicationof anidentity content-caling.)

Theinstances thenusedastheinputto a seriesof zeroor more
“instancemanipulations, which canincluderangeselection delta
encodng, andcompressia. Theresultof theseriesof instancema-
nipulations(possiblyjust the identity function) is an HTTP entity.
The specificationfor deltaencoding28] now extends HTTP both
to allow the sener to list the instancemanipulationsappliedin a
resporse,usinga nev heademamedM, andto allow theclientto
list a setof acceptake instancemanipulatiors, usinga new header
namedA-IM. TheA-IM headerlsoallowstheclientto specifythe
orderingif the sener appliesmultiple instancemanipulatiors.

In the new model,it become clearthattheentity tagis assigned
to the instance becausét mustbe assignedorior to ary instance
manipulatiors. It is clearly not assignedo the entity (and would
betterhave beencalledan“instancetag”).

Figure 1 depictsthe differencesetweerthe old and nev mod-
els. In the nev model(figure 1(b)), thereareno cycles,andthere
is a clearrelationshipbetweenprocessingtagege.g.,applying a
Content-cothg) andlinks in the graph. Also, while the old model
requiresthe entity tag to be assignedbetweentwo differentsteps
thatbothresultin entities,the new modelclearlyassociatethe as-
signmen of anentity tagwith a specificstagein the pipeline.

It might seemredundnt to allow compressioneither as a
conteri-coding or asan instancemanipulation In retrospectthis
simplifiesthe distinctionbetweeron-the-flycompression(bestde-
scribedas an instancemanipulation)and the sener’s use of pre-
compressd files (in which compressionnaturally would be done
prior to theassignmenof anentity tag).

Table 1 shavs how variousoperationghat may be includedin
themessag@eneratiorpipelinenow have well-definedandunique
input and outputdatatypes. The “HTTP protocd elements”col-
umnshaws just a subsebf therelevart protocolelements.

It is now alsoclearwhatanHTTP cachedoes:it storesnstances
(ratherthan entities or responses).This is the only point in the
messageaenerationpipeline whereone canimplementcacheco-
hereng throughthe use of entity tags. Of course,in the mary
caseswhereno instancemanipuation or transfercodinghasbeen
used,thereis no practicaldistinctionbetweertinstance; “entity,”
and“responsé, but moregenerallythethreedatatypesaredistinct.

A cacheentry might, in somecasescontainonly partof anin-
stance:for example, after an abortedtransferor after Rangere-
quest.However, becawsea cacheentryis alwaysassociatedvith a
specificinstanceit is clearhow the cacheshouldcombire multiple
partialresponsefor thatinstance.

4.1 Better Header Classifications

Section3.3discussedhedistinctionthattheHTTP/1.1specifica-
tion makesbetweengeneral resporse,andentity headersarguing
thatthe choicesareoftenconfusing

Thenev modelmalesit easierto catggorizeHTTP headersWe
can createthe new catgyory of “instanceheades;’ for instance-
specific meta-information. Many headerscurrently classifiedas
entity headrs(suchasContent-Language&€ontent-fpe,andLast-
Modified) or responséeades (Etagandperhap®thers)areassoci-
atedwith aspecificinstanceandshouldbecalledinstanceneaders.

We canalsousethe new cateyories‘resoure header’and“vari-
ant heade” for fields that pertainto thosedatatypesand “outer
heade” for fields pertainingonly to the messaggHTTP already

definesthe term “messag-header”). The category “connection
header”pertainsto aspectsof the transportconnetion (which is
orthogmal to all other cateyories)and “server header”appliesto
aspectof thesener per se.

| Field name | RFC2616 | New |
Accept-Ranges response-reder| resource-heaat
Age response-teder| outerheade
Allow entity-heade | resource-heast
Cache-Control geneal-header | instance-heagt
Connection geneal-header| conn-heder

instance-heaat
variant-headr?
entity-header
variant-headr?
entity-header
entity-header
variant-header

Content-Encoding
Content-Languag
Content-Length
Content-Location
Content-MD5
Content-Range
Content-pe

entity-heade
entity-heade
entity-heade
entity-heade
entity-heade
entity-heade
entity-heade

Date geneal-header | instance-heagt
ETag response-tader | instance-heaat
Expires entity-heade | instance-heaat

Last-Modified entity-heade | instance-heaat
Location response-teder | resource-heaat
Proxy-Authenticatel response-tader| resource-heaat

Retry-After response-teder| senerheader?
Sener response-teder| sener-header
Trailer geneal-header| outerheade
TransferEncoding | geneal-header| outerheade
Upgrade geneal-header| conn-heder
Vary response-teder | variant-header
Via geneal-header| outerheade
WWW-Authenticate response-teder | resource-heaat
Warning geneal-header| outerheader?

Table 2: Headerfield classifications

Table2 classifieamary of theHTTP/L.1 headeffieldsaccording
to both the existing (RFC2616)cateyorizationandthis recatgori-
zation.(Thetableexcludesfieldsusedonly in requestmessagesl-
thoughperhas thosefields could be similarly catgyorized.) Some
entriesin the“New” columnareshavn with questionmarks,since
the existing specificationis not alwayspreciseabou the necessary
distinctions. (Note that the Date headeris listed as an instance-
headerbut is alsorequiredin HTTP responsesghatdo not pertain
to specificinstances.)

In hindsight,it mighthave beenwiseto explicitly tageachHTTP
heademvith its category, thusallowing implementationgespecially
proxies)to properlyhandleall heades without knowing their spec-
ifications. For example,all instanceheademameswould startwith
“l-" (I-Content-Languagd;Tag,etc.) Sucha schemecouldstill be
adoptedor all future definitionsof HTTP heades.

Thisrecatgorizationdoesnot necessarilghang theactualpro-
tocol. However, it canhelpto simplify someof the arcanespecifi-
cationrules.

Onesuchsetof rulescover “hop-by-hop; “non-modfiable; and
“end-to-erd” heades. Thelistingsof theseheaderin RFC2616ap-
peararbitrary but (if oneignoresthe possibility of transcodingoy
proxies),the setof hop-by-hopheades roughlymatcheghe setsof
outerheadersndconnection-kadersn table2, andthesetof non-
modifiableheadesrougHy matcheghesetof instance-hedersand
variant-headrs. Arguably themismatcheseflecterrorsin thelists
given by RFC2616. Unfortunately a few looseendspersist: the
resource-hadercateyory doesnot map cleanlyto either hop-by



Operation

| HTTP protocolelements] Input type | Output type ]

Resourceselection URL (none) Resource
Variantselection “Selectingheaders” Resource Variant
Apply content-codig (e.g.,compression) Content-encoitig Variant Instance
Apply instancemanipulation(e.g., Rangeselection,Delta IM, Content-Range Instance Entity
encodng, compressionetc.)

Apply hop-by-top transfercoding (e.g., compression TransferEncoding Entity Message
chunking, trailers)

Table 1: Input and output data typesfor messagegenerationoperations

hop or non-modfiable; the Content-Lengthheaderrequirescom-
plex specialtreatmentin HTTP/1.1 (becauseof compatibility is-
sueswith olderversions)andthe questionof which headerganbe
modifiedby atranscodingproxy createssignificantcompleity.

4.2 Can We Simplify the Spedfication?

In sectionl, | alluded to the length and the compleity of
the HTTP specification. One of the anorymous reviewers asled
whetherthe new five-stagedatamodelwould allow the specifica-
tion to be broken up into indepemlentlayers;perhapshe require-
mentsfor a cachecouldbe definedentirelyin termsof theinstance
datatype, sincecachesstoreinstances.

This doesnot seempossiblefor the existing HTTP protocol. For
example,cachingmay involve not only instanceheadergsuchas
Expires)but alsoanouterheade(Age, which is modifiedon every
hop) and perhapscertainvariantheadergif the cacheparticipates
in contentnegotiation)andentity headergsuchasContent-Range,
if the cacheusesRangerequests).This resistancedo strict layer
ing mightbetheresultof HTTP s history, reflectingdesignboth by
evolution and beforethe constructionof this modd, but it might
reflectintrinsic compleity (“Everything should be as simple as
possible but not simpler”). It might alsoimply thatthe proposed
five-stagemodelcould beimproved upon.

However, onecould,asanexercise constructan“HTTP-prime”
protocd designel to strictly fit a layeredmodel. Sucha proto-
col would have a conrection layer, a hop-by-hop messagdayer
(including transfercodings),a cachinglayer (including instance
manipulatiors and namingmechalismsfor resources)a resource
layer (dealingwith operatiors on resource)s anda content-typing
layer (for useby higherlevels). Supportfor contentnegotiation
andvariants,at leastasthey arecurrentlytreatedin HTTPR, would
probably still createcross-layeissuegbecauseariantsaffectboth
namingandcontent-typing.

5. DATA ACCESSMODEL

The Web, almost from its beginning, has supportednot just
accesdo static “documerts;” but alsointeractve information re-
trieval (e.g., searchengines,streetmaps),information modifica-
tion (e.g.,discussiorforums,Weblogs),andactive operationsvith
real-world side effects(e.g.,orderingpetfood, or buying stockin
pets.com).However, we seemunable to shale the habit of using
theterm“document” to apply geneically to the objectof Webre-
questsMary researctpapersuse“documen” (or “page”), whena
moreaccurateermwould be“resour@;’ “responsé€ or (asin sec-
tion 4) “instance’. Eventhe HTTP/1.1specificationoften usesthe
term “documen” in placeof more preciseterms,andwithout ary
formal definition.

HTTP needsa data access model describingboth what kinds
of dataitemscanbe accessede.qg.,staticdocunents,productor-
der forms, etc.) and how datais accessede.g., reading,updat-
ing, or morecomplex modifications).Although earlierversionsof

the specification[9]called HTTP “object-oriented, it is not, but
no completealternatve model hasyet beendefined. Most peoge
have only ahazyidea,basednthe useshey have alreadyseerfor
HTTP.

This ambiguity aboutthe dataaccesamodelis reflectedin the
protocolitself. Thedistinctionbetweerstaticdocumerts andother
kinds of resourcess at bestimplicit, andoftenimpossibleevento
infer from theprotocd messaged-or example,onecaninfer thatif
aPOSTmethodis notrejectedby the sener, thenthe URI involved
is notsimply animmutablestaticdocumer. But it is impossibleto
male thatkind of inferenceby observinga sener’s responseo a
GETrequest.

When we think solely of static documents,we ignore several
aspect®of otherkinds of WebresourcesFor example:

o What update operationsare allowed? Someresourcesiccept
updde operationssuchasPUT or POST but mostonly accept
GET.

e |Is the resource mutable? Regardlesof whetherthe resource
allows a client to updateit, it might still be subjectto changg.
Marny, if not most, Web pagesdo changeover time[6]. How-
ever, somedocumats are immutable (such as IETF RFCs,
whosetext is immutableby definition,althoughsomesitespro-
vide additiond formattingthatmaybemutable).Mutability has
implicationsfor cacheconsisteng and for automatectlients,
suchassearch-engiacrawlers.

o Do operationson the resource have side effects? Readinga
staticdocumemn may have no hiddenconsegences but mary
otherHTTP operationglo have sideeffects. Someareinsignif-
icant(suchasupdatinga pages “hit counter”). Significantside
effects caninclude effects on the physical or financial world
(e.g.,operatinga remotecontrol, or buying a stock); on other
HTTP-accessibleesourcege.g.,postingamessagéo adiscus-
sionforum); on otheronlineresourcege.g.,submittinga paper
to a confererte), or even on the client browser (e.g.,updating
thebookmarksor infectingthe clientwith avirus).

e Are operations on the resource idempotent? Usersoften
retry a specificHTTP operation(i.e., sendexactly the samere-
guestmessagemore thanoncg. This is often doneto work
aroundan error, suchasa droppedTCP connection anticipat-
ing that repeatingthe requestwill yield the same result. It is
alsooftendoneto updae theusers view of aresourcgsuchas
asportsscore),in thehopethatrepeatingherequeswill yield
a new result. Thus,the “Reload” button may have a distinctly
differentmeaningdepenling on whethera requests idempo-
tentor not. Although browsersoften warn the useraboutpo-
tentially dangeros repetitions(“repostform data?"),this does
notaddressheroot problem:doestheresourcesupportheop-
erationthatthe userintends?



e Doesthe URI name a specificor generic target? A Web
sitemight employ a namingstructurein which the binding be-
tweena URI andtheunderlyirg resourcds specific;for exam-
ple, the URI might denotethe October3, 2001 front pageof
the Podunk Times. Or the site might emplagy a generichinding:
the newspapers URI might dende “today’s” front page(and
whenyoureadthis, “today” will nolongerbeOctober3, 2001).
Both namingstructuresanbe useful,but thechoicecanaffect,
for example,the approab takento automaticallyarchiving the
contentsof remotesites. Thereis no reliableway to discover
which structurea siteor resourceuses.

While mostof theseissueamay seemirrelevantto humanusers,
they aremoresignificantto automatectlients, especiallyto inter-
mediariessuchas proxiesand caches Somethingthat might be
“obviousfrom contet” to anintelligenthumanis usuallynot obvi-
ousto software,unlessit is madeexplicit.

5.1 Access-modeBupportin HTTP/1.1

HTTP includesseveral mechaisms to amelioratethe lack of
an explicit dataaccessmodel. By corvention for example, the
GET method“SHOULD NOT have the significanceof taking an
action other than retrieval,” but the specificationgoeson to say
that“somedynarmic resourcegonsicer [generatingside-efectson
a GET method]a feature”[10](section9.1.1). It is not clearif one
canrely, in practice,onthisaspecbf GETs.Thespecificatioralso
requirescertainmethodgo beidempdent; this requirementnight
bewidely akbused.

HTTP includesan “Allow” responseneaderwhich lists the al-
lowablemethodg(suchasPUT). Typical implementationssuchas
Apache sendthis only in resporseto anunalloved method(area-
sonalte optimization,sincerelatively few resourcesacceptmeth-
odsotherthanGET.)

HTTP alsosuppats the useof the “Location” headey returned
in arespons to a POSTmethodthatcreatesa new resourcgle.g.,
addinga messageo a discussionforum). This helpsto expose
the relationshipbetweenresources.lIt is not clearwhat a sener
shouldsendif a POSTresultsin the creationof more than one
resource sincethe specificationof Locationallows only onesuch
URI perresponseMoreover, onecannotknow prior to performing
the POSTrequestwhetherthe methodwill createanew resource

Generally however, the mechanismscurrently supportedby
HTTP tendto act as directives ratherthan as labels. For exam-
ple, HTTP allows a sener to defeatcachingfor response if the
resources semanticglo not permit caching,but provides no way
to labelaresourceasimmutable. The useof directivesratherthan
labelsmalesit harderto introducenew, unanticipatedservicesat
intermediariegndclients.

We alsoneedto make a cleanseparatiorbetweenaccess-mdel
issuesthat relateto caching,andthosethatdo not. Existingrules
(both in the specificationand in folklore) that restrict resporse
cachingbasedninferencesbouttheaccessodel(e.g.,resporses
to URLscontaining*?” arenotcachableprebothtooweak(to pre-
ventsomecachecoheracy failures),andtoo strict (they canforbid
cachingwhenit is safe).If we hadanexplicit andusefuldataaccess
model,wewould notneed for example to confusecachingrelated
labelswith URL querysyntax.

5.2 MoreExplicit Labeling

At leastone proposalhasbeenmadeto add access-mdel la-
belsto HTTP. RFC2310[16efinesa“Safe” responséeaderThis
would indicatewhethertherequesi{suchasa POST) couldbe“re-
peatedautomaticallywithout askingfor userconfirmation’ Note
thatthislabelappliesto a specificrequestnotto theresourcesince

it is possiblethatsomePOSTrequestdo a given resourcearere-
peatablewhile othersarenot. It might befeasibleto treatthe Safe
headerasa label on a giveninstanceof the resourcealthoughthe
consegiencef this choicearenotentirely clear

However, a Safeheadercould not alwaysbe treatedasapplying
to all otherinstance®f aresourcesincethe semantic®f theappli-
cationbehindthe resourcemight not allow this. This suggestshat
alabelingschemeneed to distinguishbetweerresourcdabelsand
instancdabels.

HTTP needsa more generalschemefor attachinga variety of
access-moel labelsto instancesor resources.For example,a re-
sourcemightbelabeled‘immutable” (instancesasa conseqence
of the term’s definition, are alwaysimmutable). Resource®r in-
stancesould be labeledasidempdent. And by analogywith the
programmim-languageconcepts of “lvalues”and“rvalues”,are-
sourcecould belabeledas“assignablé, meaningthatit canaccept
PUT methodgalreadysupprtedin HTTP usingthe“Allow: PUT”
header).

To consere bandwidh, such a labeling schemeshould use
a compact representation. While HTTP traditionally has used
human-redable encoding for protocol elementsthis is neither
necessaryor appropriatdor labelsmeantprimarily for automated
interpretation. For example,a hypotheticalresponseneadersuch
as:

Labels:R:IAD, I:S

would indicatethat the (R)esourcds (I)mmutable,(A)ssignable,
andi(D)empotentwhile the (I)instanceis (S)afe. (The actualen-
codingformatis bestleft to a standardgroup)

5.3 Static vs. Dynamic Resources

We have historically made a distinction between“static” re-
sourcesfor which a Web sener simply returnsthe contentsof an
existing file, and “dynamic” resourcesgeneratedyy a processat
thetime therequesis recevved. Certainlyfor senerimplementors,
this is an importantdistinction. But in the context of the HTTP
protocol,it appeargo have beenaredherring. Clientsandproxies
shouldnot carehow the sener comesup with the bits thatmalke up
aninstancethey shouldcareonly whatthe sener meansby those
bits.

So while corvertional practice, especiallyin client or proxy
cacheimplementationsis to treat cautiouslyarnything that might
be a dynamic resourcge.g.,a URL containinga“?” or the string
“cgi-bin”), this would not be necessgy if HTTP instanceswere
explicitly labeledwith sufiicient detail. (With minor excepions,
RFC2616doesnotrequirespecialhandlingfor dynamicresources;
thedistinctionis primarily folklore.)

It mightindeedbeusefulfor aclientor proxy to know whethera
particularinstancds expensve for thesenerto generateWe could
introducean instancelabel statingthe sener’s time to regenerate
the instance.This might, for example,affect a cachereplacemen
policy. However, this measurds orthogmal to the static/dynamic
axis (i.e., a “static” disk accesamight be more expersive thana
short“dynamic” threadexecution). In fact, it males little sense
that, in currentpractice responsesequiringthe mostsener costs
to regeneratareexactly the onesthatcacheslo not store.

5.4 Resourcesvs. Pages

| complainedearlierthat peopleoften usethe term “documen”
or “page” whenthey really mean“resource”or “instance’ This
split, betweerthetermsusedby specificatiorwritersandtheterms
usedby almosteveryore else,while problematic partially reflects
reality ratherthansimpleignorance While HTTP would have been
far more complicatedif it had directly supprted multi-resource



pagesinsteadof leaving thatto a higherlayer, brovsersandtheir
usersultimately careabou the pagerenderednotits atomicparts.

HTTP’s lack of suppat for page-orientedperatiors can affect
usersin waysthatcomplicatetheir interactionswith the Weh For
example, since all HTTP cachingmechanismsare defined with
respectto resourceqor instances)not pagesHTTP provides no
mechaism eitherto ensurethatall cachedelementof a pageare
consistentor even to detectwhenthey areinconsistent.In prin-
ciple, this could leadto corruptedpages althoudh in practicethe
problemseemsguite rare. It also meansthat when one usesthe
“Reload” buttonto refreshoneimageon a page,onecannotavoid
reloadingall of theimages.

More problemdic, and confusing is the interaction between
caching and browser “history” mechanismgwhich suppat the
“Back” and“Forward” buttons).A historymechaism shouldlead
you to the pageview you actually saw in the past, not to a cur-
rent (andhencecache-cberent)view of the document. (For more
discussionof history mechaisms, seesection7.3.) But becase
mostbrowsersusetheir cachego storehistory data,one canend
up seeingheold HTML with new imagespr vice versa.

The WebDAV extensiors to HTTP[15] provide facilities for
managdng collectionsof resourcedn thecontet of distributedcon-
tentauthoring but do not appearto addresshe problemof main-
tainingtherelationshipbetweera pageandits resourcei atypical
browsingapplication.

6. HTTP EXTENSIBILITY

The Web spreadso widely andrapidly largely becaseits main
compments(HTTP and HTML) emphasizenteroperation. The
Web hasmanagedo evolve to support new featuresonly becase
thesesamecomporentsare easily extended. Interoperality and
extensibility canwork at crosspurpcses: too much extensioncan
damag@ interoperalblity; too much emphasison interoperability
canfreezeoutvaluableextensions.

The extensionmechanismsn HTTP have beenthe subjectof
significantdiscussiorandseveral falsestarts.While HTTP hasal-
wayshadonepowerful extensionmechaism (therequirementhat
implementationsnustignore headerghat they don't undestand,
without generatingerrors),the protocd lackssuppat for comple
extensiors.

The traditional HTTP extensionmechanismhas beenfor the
client to senda headerindicating its supportfor a feature,such
asresporse datacompressionand the sener to usethat feature
only uponreceiptof sucha header For example,a client could
send“Accept-Encoihg: gzip, compress” allowing the sener to
use“Content-Encodinggzip” in its respons.

Early HTTP clients sentlong lists of their capabilitiesin Ac-
cept* heades. This seemedwasteful, and in current practice,
browsersomit mary “obvious” content-typessuch as text/plain
and text/html (althoughthe HTTP specificationdoesnot include
ary such default values). Sener implementors,in turn, have
learnedto key their response basedon the UserAgent header
ratherthanthe Acceptheades, for lack of any otherinformation.
(Or, they useJavascriptthattriesto tailor theHTML to the specific
browser)

Therefore gfficiency considerationfurthercomplicatethe prob-
lem: anexpressie extensionmechanisnbecomeslisusetecawse
it coststoo much,to bereplacedby a cheapemechaism thatcan
severelylimit interoperability

Similarly, while asenercouldsendextraheadersn its resporses
to indicatewhat extensionsit suppats (e.g., the existing Accept-
Rangesheader) this is inefficient for a sener supportinga wide
variety of extensions.

6.1 Looking for an Extension Mechanism

HTTP needsan extensionmechanisnthatexplicitly andunam-
biguosly identifiesthe capabilitiesof implementationsandthatis
efficient bothin its useof bytesandits useof network roundtrips.
Several mechanismhave alreadybeenpropcsed;do ary of them
meettheserequiremers?

6.1.1 Protocol version numbers

Oneohvious approachwould be to usea protocolversionnum-
berto indicateimplementatiorcapabilities.In fact,the HTTP/1.1
specificationassumesghat certaincapalilities are associatedvith
the versionnumber. Unfortunately mary HTTP implementatios
sendmeaningleswversionnumbers,either becausehey were de-
ployed beforethe specificatiorwasfinished,or (for someproxies)
becausehey incorrectly forward versionnumbersfrom incoming
messages[d.

Evenif we couldrely oncorrectimplementationgheuseof pro-
tocol versionnumbersto indicatefeaturesuppat doesnot match
the way by which HTTP gainsfeatures.Many of thewartsin the
specificatiorresultedrom theco-evolution of theapplicationgpeo-
pleinventedto exploit HTTR, the clientandsener implementation
innovationsaddedo suppat thoseinventions andtheprotocolfea-
turescreatedo rationalizethoseinnovations. TheHTTP/1.1 spec-
ification[10] is a fairly arbitrary snapsht in this evolutionary se-
quene@, notanintrinsically stablepoint.

One could incrementthe versionnumter frequentlyenoudn to
capturethe rateat which featuresare proposed But thisimposesa
partial orderingon capabilities(or elsea versionX systemcannd
male ary assumptiongaboutaversionX+1 system).Suchapartial
orderingwould betoo burdensone for extensiondesigns.

6.1.2 Explicit extension naming

HTTP/A.1 introducedan OPTIONS methodto “requestinfor-
mation about the communicationoptions available on the re-
quest/respose chain identified by the Request-URT. There has
never beena clearspecificationof whatinformationOPTIONSre-
turns,how it is encodedor how it namesoptionalfeatures(Some
implementationsimply sendan “Allow” headerwhich only lists
the methodssupportednot otheroptiond features.)

In fact, the centralissuein designinga generalHT TP extension
mechanisnis how to nameextensiors. Oneseriesof propcsalscul-
minatedin RFC2774[13]which never enteredhe IETF Standards
Track. In this model, eachextensionis namedusinga URI such
as “http://example.com/etensiori, which allows eachextension
designetto control a privatename.(This approzh depemson the
stability of the organizationowning the DNS namein the URI.)
RFC2774providesadditionalmechatismsfor reservingnamesfor
messagéeades andfor allowing multiple, independently-defined
extensionsto co-exist in onemessageln this approzh, introduc-
tion of a new extensiondoesnot depem on a standardizatiompro-
cess.

6.1.3 RFC numbers as extension names

Onealternatve is to consider only how to addthoseextensiors
createdby acentralizedstandarddody Althoughthis setis poten-
tially muchsmallerthancould be supportedoy RFC2774t is still
not adequatelysupportecby HTTP/1.1. ThetraditionalHTTP ap-
proach(sendafeature-specifibeade andseeif you getsomething
relevantback)candiscoverif two implementation®othimplement
a given headername,but it cannotguaranee that they agreeon
whatthe heademeans.

JoshCohen ScottLawrenceandl proposed[2] asimplemech-
anismto resole this problem: the useof IETF RFC numbersas



the extensionnamespace.The IETF ensureghat RFCsarewell-
specifiecandimmutable anRFCnumberis relatively compactand
thelETF appearso bea stablenamingauthority We alsoproposed
addinga “Compliane” headelto assercomplian@ with elements
of thesenamespacesaswell asa “Non-comgdiance” heade for
proxiesalonga pathto indicatealack of end-to-endsuppat.

In sucha declaratory(ratherthan negotiation-basedppproah,
onerisks sendinglengthy Complianceheades, listing lots of ex-
tensionidentifiers.However, while theremight be mary registered
extensiors, in practicemostimplementationsvould suppat oneof
a relatively small numberof distinct subsetof extensions. Each
subsetwould be a sort of “profile” (a term often usedto describe
an agreed-upn setof protocolfeatures).The Complianceheader
couldthereforebe usedto list subsetsusinganothercompactand
centrally-managd namespce. Or, one could avoid centralization
by sendirg a hashvalue basedon the elementsof a subsetfalling
backto anegotiationmechanismo transferthe actuallist of exten-
sionsif the subsehasnotbeenseerbefore(this appro@h waspro-
posedby Klyne andMasinterfor abbreiation of “featuresets”[19],
althoughnot ultimatelyadoped).

6.2 Summary: ExtensionMechanisms

Fromthediscussiorabore, onecancrudelydivide HTTP exten-
sionproposalsnto threecategories:

e Trial and error: sendan extension-speific headerandseeif
you getsomethingusefulback.

¢ Negotiate: askthe otherendwhatit suppats, thenchoosethe
bestoption.

e Declare capabilities or profile: always say what extensions
you support,and let the other end decidewhetherto exploit
them.

The first (trial-and-error)appraach is informal, but widely sup-
ported. Currently HTTP hasno formal extensionmechaism; the
negotiation-kasedapproackes have proved too comgex for most
tasteswhile mary peopledislike centralizednamespaces.How-
ever, the centralized-name-gigeapproachseemssimplerto spec-
ify andunderstand.

7. OTHER ISSUES

Spaceconstraintsdo not permit comprehasive discussionof
mary otherunresoled or unclearaspectof HTTP. Herel briefly
describea few of theseissuesto shav how they tie in with therest
of this paper

7.1 Variants

A truly “World-Wide” Web mustsuppat the useof mary nat-
ural languagesand charactersets. One of the most prominently
proclaimedfeaturesin the first public draft of the HTTP specifi-
cation[2] wasthe “the negotiationof datarepresentatiorallowing
systemsto be built indepenently of the developmentof new ad-
vaned representatiosi’” One goal behindthis “content negotia-
tion” mechanismis to allow a single URL to automaticallysene
the samecontentin the appr@riate naturallanguagefor ary user
Contentnegotiationin the currentspecificationcan also apply to
other dimensions,including content-encding or presentatioris-
suessuchasdisplayscreersize.

The useof contert negotiation meansthat a given URL is not
simply anamefor aspecificpieceof data.(Thetranslatiorof atext
in onelanguag@ to adifferentlanguag clearlyis not now, andmay
never be, an automatale one-to-onemapping think of how hard
it is to translatepunsandotherwordplay) Instead HTTP defines

theterm*“variant”; agiven URL might have multiple variants.The
contentnegotiationmechanisms usedto selectthe bestvariantof
a URL, giventhe preferencs of the user(client) andthe content-
provider (sener).

Variantscreateimmensecomplicationsfor almostall of the is-
suesdiscussedn this paper especiallycaching Spacedoesnot
permit even a minimal discussionof how one might bring some
clarity to variants,andI’'m not surethatanyoneknows how to do
thatyet.

7.2 Regularizing the Useof Intermediaries

Much of the Internets successleperlson placingsoptisticated
processingat endhosts,not in theinfrastructure.This “end-to-end
argument’[3Q is the objectof veneration debate and somecriti-
cal analysis[3],asthe useof intermediarysystemshecones more
prevalert.

TheWebnotonly supportdntermediariesbut in somewaysde-
pendsonthemfor its successHTTP directly specifieshebehaior
of proxies,especiallyfor caching but they arealsowidely usedfor
accesgontrol,transcodingsener availability, andthedeploymert
of new protocd features.

While the HTTP specificationtreatsproxiesas explicit agents,
it alsoassumegfor the most part) that their role is semantically
transparent.However, mary newer intermediaryfunctions (such
as transcodingto support the use of handheldclients) can radi-
cally chang forwardedcontentafeaturethatHT TP doesnotreally
grapplewith. At the sametime, mary proxiestake transparengto
anextreme,makingthemselesinvisible to endsystems.This can
leadto confusionwhenerrorsoccur

HTTP needsa moreregularandcomprénensve approat to in-
termediariesThelnternetArchitectureBoardhasissuedsomepol-
icy recommendtionsin this area[18],and elsavhere| have sug-
gesteda new approacho proxy-basedranscoding?5].
Interface

7.3 Protocol Support for User

Concems

Weliketo think thatthereis aclearbouncary betweerthe HTTP
protocolandthe userinterfaceof an HTTP implementation:user
interfaceconcernsare outsidethe scopeof the protocd design In
one way, this separationis intrinsic; someHTTP clients have no
userinterface. But mostapplicationsof HTTP involve aninterac-
tive humanuser andin reality, thebounday betweeruserinterface
concerrs andprotocolconcerngannotbeignored.

Theexisting specificatioralreadyplacessomeconstraintonthe
userinterface. HTTP/1.1 recommeds (but doesnot require)that
useragentsdisplay Warning headers[1D (section14.46), and re-
quiresthat a useragentcan be configurednever to send Cook-
ier heades[21] (section6.1). The SecureHTTP specificationre-
quiresbrowsersto “provide a visual indication of the security of
the transaction”[29 (section6.3.1), typically displayedasa lock
icon. However, theseconstraintarephrasedimidly, asif thiswere
inappropiatefor a protocolspecification.

As aresult,we areagainstuckin a situationwhereservicede-
signersareforcedto rely oninferencesaboutpoorly specifieduser
interfacefeaturesjnsteadof on explicit protocolsupyort.

For example, RFC2616makesacleardelineationbetweerclient
cachesandclient history mechaimsms (“back’ and“forward” but-
tons)[10] (section 13.13), which were discussedn section5.4.
Most popularbrowsersviolatethis partof thespecificationprimar
ily for implementatiorexpediene. However, browserimplemen-
tors have alsofacedpressurego make history entriesobey cache-
related HTTP directives (contrary to the specification),such as
“Cache-cottrol: no-store”,in orderto meetcertain(possiblymis-



guided expectationsaboutsecurity And certainpageswarn “Do
not usethe backbutton; putting the onuson the userto avoid se-
manticconfusion causedy the history mecharsm.

A betterapproachwould be for the HTTP protocolto provide
explicit support for any necessargener control over historyfunc-
tions,ratherthanoverloadingthe cache-relateg@rotocolfeaturesor
burdeningusers.

8. RELATED WORK

Most work on HTTP, and on otherWeb protocds anddatafor-
mats,hasfocusedon solving specificproblems usuallyin the con-
text of standardcommittees.Academicresearchersn the other
hand have generallytaken the protocolasa given, not treatingit
asworthy of directstudy However, afew peoplehave takenastep
backto look atthelargerprotocoldesignissues.

Fielding and Taylor developed an idealizedmodel for interac-
tionsin the Web[11],which is moreabstracthanthediscussiorof
this paper They point out that HTTP fails to matchtheir model,
andmentionthefailure to sufiiciently distinguishbetweervarious
typesof HTTP headersTheir modeldoesnot addresshe detailed
issuesof developing a datatype model. They write that “entity,
instance,or variant” are “less precisenames”for what they call
a “representatiofi apparetly ignoring the problemthattrying to
subsume thesetermsunderthe more generic“representatioh ob-
scureausefuldistinctions.

Eastlale haswritten on how protocol desigrers cantake either
a “protocol” or “documen” point of view during the designpro-
cess[7].Heimpliesthatoneneedso honor both pointsof view. In
particular a purely “document” view canleadto the omissionof
importantdetails.

Baker attemptgto definean abstracimodelof how HTTP meth-
odsaffectthe stateof resources[1]In his model,"static” resources
are containersfor a single (non-canposite)immutable piece of
data. ResourcescceptingPUT but not POST are containersfor
single, mutablepiecesof data. CertainresourcesacceptingPOST
are containersfor compositesof several dataitems. Using this
model, Baker propcsesnen descriptiondor HTTP methodsthat,
while consisteh with the existing methodspecificationsare in-
tendedto be more easily understood One problemwith Baker’s
modelis that most“static” Web resourcesare not immutable[6],
which impliesthathis modelneed elaboration.

The efforts listed above, andthis paper have beenaimedatim-
proving theexisting HTTP design.Severalgroupshave suggested
clean-slateedesignundernamessuchas“HTTP Next Generation
(HTTP-NG)"[14]. Noneof theseefforts have bornfruit; the exist-
ing HTTP design,albeit flawed, works well enoughto discourag
revolutionarychanges.

9. FUTURE WORK

A shortpapersuchasthis onecannotincludeall of the concep-
tual problemsafflicting HTTP now, or asit evolvesfurther | have
no ideahow to solve mary of theseproblems.Herel suggessome
areador futurework.

Theimproveddatatype modelthatl have describedn this paper
hasbeendevelopedwhile working on the existing protocol,andon
a few extensiors that have receved a lot of scrutiny. The model
shouldbefurthertestedon additionalHT TP extensionde.g.,pend-
ing work on coherentcaching22], or the metadatamechatsms
usedin someCDNSsto track the validity or mutability of informa-
tion), to ensurethatit is robustenoughto suppat extensionshat|
have not considered.

Oneimpetusfor the improved modelwasto clarify howv com-

pressionandbyte-rangeselectioncould be compased. It would be
usefulto testwhetherthe modelis helpful in enablingimplemen-
torsto undestand without having to consut protocd experts,how
to composeotherfeaturesin ways not explicitly describedn the
HTTP specification.

My goalsin writing this paperexplicitly excluded replacing
HTTP with a clean-slatedesign. However, attemptingsucha de-
sign, while preservingas much as possibleof the existing flavor
of HTTR, might be anilluminating exercise. Section4.2 sketched
howv one might corvert HTTP to a more cleanly layereddesign.
Section5.2 sketchedhow one might add moreexplicit labelingto
thedataaccessnodel. Section6.1.3 shaved how a centralauthor
ity could be a simpleway to nameextensions. A full clean-slate
designwould certainlyincludeotherchanges.

10. SUMMARY

In thispaper have attemptedo shav theneedfor morerigorous
fundamental modelsfor HTTP, and| have sketchedin someof the
details.While it might notbepossibleto compatiblyresole all the
problemswith the existing protocd, suchan effort would provide
guidane to designes of afollow-on protocol.

| have madeseveral specificrecommendations:

e HTTP needsa clean and consistentdata type model: By
thinking in termsof a message-gemrationpipeline with well-
definedstagesandprocessig stepswe canclarify mary issues
of HTTR, especiallycaching thehanding of partialresultsand
the cateyorizationof headeffields.

e HTTP needsan explicit “instance” data type: Onecannd
constructa consistenmessage-garationpipelinewithout in-
troducinga new datatype. BecauseHTTP cachesstorein-
stanceqratherthan entitiesor messages}his changegreatly
simplifiesmary protocd conceps.

e HTTP needsacleardataaccessnodel We needaframenork
to discusswhatkinds of dataitemsHTTP operatesupon and
whatoperationgt canapply.

e Resourcesand instancesshould carry explicit access-model
labels Explicit labeling, ratherthan heuristicinferences al-
lows automatedlientsandcachedo correctlydealwith muta-
bility, sideeffects,idempotenceandresponsegeneratiorcosts.

e Createa simple namespacefor implementationsto declare
setsof supported extensions Use“profiles” to limit the over
headof suppating mary extensions.

More generally | have tried to shav how careful consideration
of the existing HTTP protocol can reveal regularities, or near

regularities thatshouldbe exploitedto improve our understandig,

implementationsandextensiondesigns.

11. CONCLUSIONS

If we have a clearerideaof how to think aboutHTTP, shouldnt
we be able to simplify the protocd? Given the goal of working
within the constraintdmposedby theinstalledbasewe cannotac-
tually remove featuresrom the existing design.

We should,however, beableto clarify the protocolspecification.
This might not actually shortenthe specification sincethe clarifi-
cation effort (which would be a major undertaking might reveal
ambiguitiesthatneedadditionaltreatment.Interoperabilitysuffers
far moredamagdrom ambiguitythanfrom verbosity

We shouldcertainly expectary proposalfor a future extension
designto explain eitherhow it fits into a consistendesignmodel



for HTTR, or how themodelcanbeconsistentlyextendedo support
theextension

Marny in the HTTP community have resistedformality at this
level, eitherbecawsethey think it unnecesary or becasethey ex-
pectit to be too confining My belief is thatthe lack of rigor and
clarity in the specificatiorstiflesinnovation. JustasCPUdesigners
arefreedto innovateattheimplementatiodevel whenthey aresure
thattheinstructionsetarchitectures rigorouslydefined HTTPim-
plementorgandextensiondesignersill gainfreedomif the pro-
tocolis unambigwus.
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